Council Meeting
October 23, 2012

Honorable Mayor and Members
of the City Council

City Hall

Torrance, California

Members of the City Council:

Subject: Police — Authorize the award of a contract for an outdoor wireless video security
system. Expenditure: $120,807.76.

RECOMMENDATION

Recommendation of the Police Chief and Communications and Information Technology
Director that City Council authorize the award of a contract to Digital Network Group of Aliso
Viejo, CA in the amount of $120,807.76, to furnish and install an outdoor wireless video security
system.

FUNDING
Funding is available in FEAP 765, 2010 Buffer Zone Protection Program grant.

BACKGROUND

On October 18, 2011, item 8B, Council appropriated the 2010 Buffer Zone Protection
Program (2010 BZPP) grant and authorized the purchase of equipment for the protection of
critical infrastructure. The grant funds have been designated for a video security system at four
intersections in the City.

The purpose of the cameras is to capture images of criminal activity or fleeing suspect
vehicles in those areas. While the cameras can be monitored in real time by Police personnel,
the primary use will be as an investigative tool. Follow-up investigators can review stored video
in an attempt to identify suspects or suspect vehicles. The system will have the capability of
storing thirteen months of video.

Staff analysis determined that the cameras would be best used at the intersections of
Sepulveda/Madrona, Carson/Madrona, Torrance/Madrona and Torrance/Hawthorne. While the
cameras would primarily capture vehicles traveling eastbound at the first three intersections and
northbound vehicles at the fourth intersection, the cameras have pan/zoom/tilt capability
allowing them to view various parts of the intersections.

ANALYSIS

Formal bids (#B2012-31) were opened on September 20, 2012. The City received six
bids from five vendors as follows:
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Vendor Bid Price
Leverage Information Systems, Ontario, CA $96,959.27
Digital Networks Group Inc., Aliso Viejo, CA $110,820.52
Digital Networks Group Inc., Aliso Viejo, CA (Alternate Bid)* $116,487.76*
Cel Plan Technologies Inc., Reston VA $177,021.33
Pacific Beach Tower Inc., Morro Bay, CA $182,680.90
ID Consulting Solutions, Boise, ID $186,903.35

*Lowest Responsible Bidder

Leverage Information Systems is the apparent low bidder but was disqualified for two
issues. First, Leverage failed to include any of the required electrical work. Second, Leverage
proposed all proprietary equipment, which would lock the City into using Leverage for all future
service and repairs.

Digital Networks Group, Inc. provided two separate bids. Their first bid in the amount of
$110,820.52 met all the City's specifications. Their second Alternative Bid in the amount of
$116,487.76 met all the City’s specifications and included impact-resistant camera housing.
Staff believes that the impact-resistant housing is reasonably priced and will be a beneficial
feature for the life of the cameras, and is therefore recommending Digital Network Group, Inc.’s
Alternative Bid as the Lowest Responsible Bid. Digital Network Group, Inc. offered an extended
one-year warranty for $4,320 that would bring the total contract amount to $120,807.76.

Respectfully submitted,

JOHN J. NEU
CHIEF OF PQLICE

By Lieé‘é(;tThomas . Stark

Communications Division Commander

CONCUR:

gy 2 N

JGAN J. Neu

Chief of Police
/‘Z‘W %ﬂ

Richard Shigaki

Information Technology Director
NN ;
LeRoy J. Jackson \

City Manager ™

Attachment A: Contract with Digital Network Group, Inc. (Limited Distribution)



ATTACHMENT A

CONTRACT SERVICES AGREEMENT

This CONTRACT SERVICES AGREEMENT (*Agreement”) is made and entered into as
of October 24, 2012 (the “Effective Date”), by and between the CITY OF TORRANCE, a
municipal corporation (“CITY"), and Digital Networks Group, Inc., a California
corporation (“*CONTRACTOR").

RECITALS:

A, CITY wishes to retain the services of an experienced and qualified
CONTRACTOR to provide and install an Outdoor Wireless Video Surveillance
system at four intersections within the City.

B. CONTRACTOR represents that it is qualified to perform those services.
AGREEMENT:

1. SERVICES TO BE PERFORMED BY CONTRACTOR
CONTRACTOR will provide the services listed in the Scope of Services attached
as Exhibit A. CONTRACTOR warrants that all work and services set forth in the
Scope of Services will be performed in a competent, professional and
satisfactory manner.

2, TERM
Unless earlier terminated in accordance with Paragraph 4 below, this Agreement
will continue in full force and effect from the Effective Date through December 1,

2012.

3. COMPENSATION
A CONTRACTOR's Fee.

For services rendered pursuant to this Agreement, CONTRACTOR will be
paid in accordance with the Compensation Schedule attached as Exhibit
B, provided, however, that in no event will the total amount of money paid
the CONTRACTOR, for services initially contemplated by this Agreement,
exceed the sum of $120,807.76 (“Agreement Sum”), unless otherwise first
approved in writing by CITY.
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ATTACHMENT A

Schedule of Payment.

Provided that the CONTRACTOR is not in default under the terms of this
Agreement, upon presentation of an invoice, CONTRACTOR will be paid
the fees described in Paragraph 3.A. above, according to the
Compensation Schedule. Payment will be due within 30 days after the
date of the invoice.

4, TERMINATION OF AGREEMENT

A. Termination by CITY for Convenience.

B.

[72487_1.DOC)

1. CITY may, at any time, terminate the Agreement for CITY’s
convenience and without cause.

2. Upon receipt of written notice from CITY of such termination for
CITY’s convenience, CONTRACTOR will:

a. cease operations as directed by CITY in the notice;

b. take actions necessary, or that CITY may direct, for the
protection and preservation of the work; and

C. except for work directed to be performed prior to the

effective date of termination stated in the notice, terminate all
existing subcontracts and purchase orders and enter into no
further subcontracts and purchase orders.

3. In case of such termination for CITY's convenience,
CONTRACTOR will be entitled to receive payment for work
executed; and costs incurred by reason of such termination, along
with reasonable overhead and profit on the work not executed.

Termination for Cause.

1. If either party fails to perform any term, covenant or condition in this
Agreement and that failure continues for 15 calendar days after the
nondefaulting party gives the defaulting party written notice of the
failure to perform, this Agreement may be terminated for cause;
provided, however, that if during the notice period the defaulting
party has promptly commenced and continues diligent efforts to
remedy the default, the defaulting party will have such additional
time as is reasonably necessary to remedy the default.

2, In the event this Agreement is terminated for cause by the default
of the CONTRACTOR, the CITY may, at the expense of the
CONTRACTOR and its surety, complete this Agreement or cause it
to be completed. Any check or bond delivered to the CITY in
connection with this Agreement, and the money payable thereon,
will be forfeited to and remain the property of the CITY. All moneys

2



ATTACHMENT A

due the CONTRACTOR under the terms of this Agreement will be
retained by the CITY, but the retention will not release the
CONTRACTOR and its surety from liability for the default. Under
these circumstances, however, the CONTRACTOR and its surety
will be credited with the amount of money retained, toward any
amount by which the cost of completion exceeds the Agreement
Sum and any amount authorized for extra services.

3. Termination for cause will not affect or terminate any of the rights of
the CITY as against the CONTRACTOR or its surety then existing,
or which may thereafter accrue because of the default; this
provision is in addition to all other rights and remedies available to
the CITY under law.

C. Termination for Breach of Law.

In the event the CONTRACTOR or any of its officers, directors,
shareholders, employees, agents, subsidiaries or affiliates is convicted (i)
of a criminal offense as an incident to obtaining or attempting to obtain a
public or private contract or subcontract, or in the performance of a
contract or subcontract; (ii) under state or federal statutes of
embezzlement, theft, forgery, bribery, falsification or destruction of
records, receiving stolen property, or any other offense indicating a lack of
business integrity or business honesty which currently, seriously, and
directly affects responsibility as a public consultant or contractor; (i) under
state or federal antitrust statutes arising out of the submission of bids or
proposals; or (iv) of violation of Paragraph 19 of this Agreement; or for any
other cause the CITY determines to be so serious and compelling as to
affect CONTRACTOR's responsibility as a public consultant or contractor,
including but not limited to, debarment by another governmental agency,
then the CITY reserves the unilateral right to terminate this Agreement or
to impose such other sanctions (which may include financial sanctions,
temporary suspensions or any other condition deemed appropriate short
of termination) as it deems proper. The CITY will not take action until
CONTRACTOR has been given notice and an opportunity to present
evidence in mitigation.

5. FORCE MAJEURE

If any party fails to perform its obligations because of strikes, lockouts, labor
- disputes, embargoes, acts of God, inability to obtain labor or materials or

reasonable substitutes for labor or materials, governmental restrictions,
governmental regulations, governmental control, judicial orders, enemy or hostile
governmental action, civil commotion, fire or other casualty, or other causes
beyond the reasonable control of the party obligated to perform, then that party’s
performance shall be excused for a period equal to the period of such cause for
failure to perform.
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ATTACHMENT A

6. RETENTION OF FUNDS
CONTRACTOR authorizes CITY to deduct from any amount payable to
CONTRACTOR (whether or not arising out of this Agreement) any amounts the
payment of which may be in dispute or that are necessary to compensate CITY
for any losses, costs, liabilities, or damages suffered by CITY, and all amounts
for which CITY may be liable to third parties, by reason of CONTRACTOR'’s acts
or omissions in performing or failing to perform CONTRACTOR's obligations
under this Agreement. In the event that any claim is made by a third party, the
amount or validity of which is disputed by CONTRACTOR, or any indebtedness
exists that appears to be the basis for a claim of lien, CITY may withhold from
any payment due, without liability for interest because of the withholding, an
amount sufficient to cover the claim. The failure of CITY to exercise the right to
deduct or to withhold will not, however, affect the obligations of CONTRACTOR
to insure, indemnify, and protect CITY as elsewhere provided in this Agreement.

7. CITY REPRESENTATIVE
Lieutenant Thomas Stark, is designated as the “City Representative,” authorized
to act in its behalf with respect to the work and services specified in this
Agreement and to make all decisions in connection with this Agreement.
Whenever approval, directions, or other actions are required by CITY under this
Agreement, those actions will be taken by the City Representative, unless
otherwise stated. The City Manager has the right to designate another City
Representative at any time, by providing notice to CONTRACTOR.

8. CONTRACTOR REPRESENTATIVE(S)
The following principal(s) of CONTRACTOR are designated as being the
principal(s) and representative(s) of CONTRACTOR authorized to act in its
behalf with respect to the work specified in this Agreement and make all
decisions in connection with this Agreement:

Trey Cox
Mike Grogan

9. INDEPENDENT CONTRACTOR
The CONTRACTOR is, and at all times will remain as to CITY, a wholly
independent contractor. Neither CITY nor any of its agents will have control over
the conduct of the CONTRACTOR or any of the CONTRACTOR'’s employees,
except as otherwise set forth in this Agreement. The CONTRACTOR may not, at
any time or in any manner, represent that it or any of its agents or employees are
in any manner agents or employees of CITY.

10. BUSINESS LICENSE
The CONTRACTOR must obtain a City business license prior to the start of work
under this Agreement, uniess CONTRACTOR is qualified for an exemption.

[72487_1.D0C] 4



ATTACHMENT A

11. OTHER LICENSES AND PERMITS
CONTRACTOR warrants that it has all professional, contracting and other
permits and licenses required to undertake the work contemplated by this
Agreement.

12. FAMILIARITY WITH WORK
By executing this Agreement, CONTRACTOR warrants that CONTRACTOR (a)
has thoroughly investigated and considered the scope of services to be
performed, (b) has carefully considered how the services should be performed,
and (c) fully understands the facilities, difficulties and restrictions attending
performance of the services under this Agreement. If the services involve work
upon any site, CONTRACTOR warrants that CONTRACTOR has or will
investigate the site and is or will be fully acquainted with the conditions there
existing, prior to commencement of services set forth in this Agreement. Should
CONTRACTOR discover any latent or unknown conditions that will materially
affect the performance of the services set forth in this Agreement,
CONTRACTOR must immediately inform CITY of that fact and may not proceed
except at CONTRACTOR's risk until written instructions are received from CITY.

13. CARE OF WORK
CONTRACTOR must adopt reasonable methods during the term of the
Agreement to furnish continuous protection to the work, and the equipment,
materials, papers, documents, plans, studies and other components to prevent
losses or damages, and will be responsible for all damages, to persons or
property, until acceptance of the work by CITY, except those losses or damages
as may be caused by CITY's own negligence.

14. CONTRACTOR’S ACCOUNTING RECORDS; OTHER PROJECT RECORDS
Records of the CONTRACTOR’s time pertaining to the project, and records of
accounts between CITY and the CONTRACTOR, will be kept on a generally
recognized accounting basis. CONTRACTOR will also maintain all other
records, including without limitation specifications, drawings, progress reports
and the like, relating to the project. All records will be available to CITY during
normal working hours. CONTRACTOR will maintain these records for three
years after final payment.

15. INDEMNIFICATION
CONTRACTOR will indemnify, defend, and hold harmless CITY, the
Redevelopment Agency of the City of Torrance, the City Council, each member
thereof, present and future, members of boards and commissions, its officers,
agents, employees and volunteers from and against any and all liability,
expenses, including defense costs and legal fees, and claims for damages
whatsoever, including, but not limited to, those arising from breach of contract,
bodily injury, death, personal injury, property damage, loss of use, or property
loss however the same may be caused and regardless of the responsibility for
negligence. The obligation to indemnify, defend and hold harmless includes, but
is not limited to, any liability or expense, including defense costs and legal fees,
arising from the negligent acts or omissions, or willful misconduct of

[72487_1.DOC] 5




ATTACHMENT A

CONTRACTOR, its officers, employees, agents, subcontractors or vendors. ltis
further agreed, CONTRACTOR’s obligations to indemnify, defend and hold
harmless will apply even in the event of concurrent negligence on the part of
CITY, the City Council, each member thereof, present and future, or its officers,
agents and employees, except for liability resulting solely from the negligence or
willful misconduct of CITY, its officers, employees or agents. Payment by CITY
is not a condition precedent to enforcement of this indemnity. In the event of any
dispute between CONTRACTOR and CITY, as to whether liability arises from the
sole negligence of the CITY or its officers, employees, agents, subcontractors or
vendors, CONTRACTOR will be obligated to pay for CITY’s defense until such
time as a final judgment has been entered adjudicating the CITY as solely
negligent. CONTRACTOR will not be entitled in the event of such a
determination to any reimbursement of defense costs including but not limited to
attorney’s fees, expert fees and costs of litigation.

16. NON-LIABILITY OF CITY OFFICERS AND EMPLOYEES
No officer or employee of CITY will be personally liable to CONTRACTOR, in the
event of any default or breach by the CITY or for any amount that may become
due to CONTRACTOR.

17. INSURANCE
A. CONTRACTOR and its subcontractors must maintain at its sole expense
the following insurance, which will be full coverage not subject to self
insurance provisions:

1. Automobile Liability, including owned, non-owned and hired
vehicles, with at least the following limits of liability:

a. Primary Bodily [njury with limits of at least $500,000 per
person, $500,000 per occurrence; and

b. Primary Property Damage of at least $250,000 per
occurrence; or

C. Combined single limits of $1,000,000 per occurrence.

2. General Liability including coverage for premises, products and
completed operations, independent contractors/vendors, personal
injury and contractual obligations with combined single limits of
coverage of at least $1,000,000 per occurrence.

3. Workers' Compensation with limits as required by the State of
California and Employer’s Liability with limits of at least $1,000,000.

B. The insurance provided by CONTRACTOR will be primary and non-
contributory.
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C. CITY (“City of Torrance”), the Redevelopment Agency of the City of
Torrance, the City Council and each member thereof, members of boards
and commissions, every officer, agent, official, employee and volunteer
must be named as additional insured under the automobile and general
liability policies.

D. CONTRACTOR must provide certificates of insurance and/or
endorsements indicating appropriate coverage, to the City Clerk of the
City of Torrance before the commencement of work.

E. Each insurance policy required by this Paragraph must contain a provision
that no termination, cancellation or change of coverage can be made
without thirty days notice to CITY,

18. SUFFICIENCY OF INSURERS
Insurance required by this Agreement will be satisfactory only if issued by
companies admitted to do business in California, rated “B+" or better in the most
recent edition of Best's Key Rating Guide, and only if they are of a financial
category Class VIl or better, unless these requirements are waived by the Risk
Manager of CITY (“Risk Manager") due to unique circumstances. In the event
the Risk Manager determines that the work or services to be performed under
this Agreement creates an increased or decreased risk of loss to CITY, the
CONTRACTOR agrees that the minimum limits of any insurance policies or
performance bonds required by this Agreement may be changed accordingly
upon receipt of written notice from the Risk Manager; provided that
CONTRACTOR will have the right to appeal a determination of increased
coverage by the Risk Manager to the City Council of CITY within 10 days of
receipt of notice from the Risk Manager.

19. CONFLICT OF INTEREST
A. No officer or employee of the CITY may have any financial interest, direct
or indirect, in this Agreement, nor may any officer or employee participate
in any decision relating to the Agreement that effects the officer or
employee’s financial interest or the financial interest of any corporation,
partnership or association in which the officer or employee is, directly or
indirectly interested, in violation of any law, rule or regulation.

B. No person may offer, give, or agree to give any officer or employee or
former officer or employee, nor may any officer or employee solicit,
demand, accept, or agree to accept from another person, a gratuity or an
offer of employment in connection with any decision, approval,
disapproval, recommendation, preparation or any part of a program
requirement or a purchase request, influencing the content of any
specification or procurement standard, rendering of advice, investigation,
auditing, or in any other advisory capacity in any way pertaining to any
program requirement, contract or subcontract, or to any solicitation or
proposal.
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20. NOTICE

A.

All notices, requests, demands, or other communications under this
Agreement will be in writing. Notice will be sufficiently given for all
purposes as follows:

1. Personal delivery. When personally delivered to the recipient:
notice is effective on delivery.

2. First Class mail. When mailed first class to the last address of the
recipient known to the party giving notice: notice is effective three
mail delivery days after deposit in an United States Postal Service
office or mailbox.

3. Certified mail. When mailed certified mail, return receipt requested:
notice is effective on receipt, if delivery is confirmed by a return
receipt.

4. Overnight delivery. When delivered by an overnight delivery
service, charges prepaid or charged to the sender’s account;
notice is effective on delivery, if delivery is confirmed by the delivery
service.

5. Facsimile transmission. When sent by fax to the last fax number of
the recipient known to the party giving notice: notice is effective on
receipt. Any notice given by fax will be deemed received on the
next business day if it is received after 5:00 p.m. (recipient’s time)
or on a non-business day.

6. Addresses for purpose of giving notice are as follows:

CONTRACTOR Digital Network Group, Inc

CITY:

[72487_1.D0C]

100 Columbia Ste 100
Aliso Viejo, CA 92656
949-438-6333

Fax: 949-428-6334

City Clerk

City of Torrance

3031 Torrance Boulevard
Torrance, CA 90509-2970
Fax: (310)618-2931

Any correctly addressed notice that is refused, unclaimed, or
undeliverable because of an act or omission of the party to be notified, will
be deemed effective as of the first date the notice was refused, unclaimed
or deemed undeliverable by the postal authorities, messenger or overnight
delivery service.
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C. Either party may change its address or fax number by giving the other
party notice of the change in any manner permitted by this Agreement.

PROHIBITION AGAINST ASSIGNMENT AND SUBCONTRACTING

This Agreement and all exhibits are binding on the heirs, successors, and
assigns of the parties. The Agreement may not be assigned or subcontracted by
either CITY or CONTRACTOR without the prior written consent of the other.,

INTEGRATION; AMENDMENT

This Agreement represents the entire understanding of CITY and
CONTRACTOR as to those matters contained in it. No prior oral or written
understanding will be of any force or effect with respect to the terms of this
Agreement. The Agreement may not be modified or altered except in writing
signed by both parties.

INTERPRETATION

The terms of this Agreement should be construed in accordance with the
meaning of the language used and should not be construed for or against either
party by reason of the authorship of this Agreement or any other rule of
construction that might otherwise apply.

SEVERABILITY

If any part of this Agreement is found to be in conflict with applicable laws, that
part will be inoperative, null and void insofar as it is in conflict with any applicable
laws, but the remainder of the Agreement will remain in full force and effect.

TIME OF ESSENCE
Time is of the essence in the performance of this Agreement.

GOVERNING LAW: JURISDICTION

This Agreement will be administered and interpreted under the laws of the State
of California. Jurisdiction of any litigation arising from the Agreement will be in
Los Angeles County, California.

COMPLIANCE WITH STATUTES AND REGULATIONS
CONTRACTOR will be knowledgeable of and will comply with all applicable
federal, state, county and city statutes, rules, regulations, ordinances and orders.

WAIVER OF BREACH

No delay or omission in the exercise of any right or remedy by a nondefaulting
party on any default will impair the right or remedy or be construed as a waiver.
A party’s consent or approval of any act by the other party requiring the party's
consent or approval will not be deemed to waive or render unnecessary the other
party's consent to or approval of any subsequent act. Any waiver by either party
of any default must be in writing and will not be a waiver of any other default
concerning the same or any other provision of this Agreement.

[72487_1.D0C] 9
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ATTORNEY'’S FEES

Except as provided for in Paragraph 15, in any dispute, litigation, arbitration, or
other proceeding by which one party either seeks to enforce its rights under this
Agreement (whether in contract, tort or both) or seeks a declaration of any rights
or obligations under this Agreement, the prevailing party will be awarded
reasonable attorney’s fees, together with any costs and expenses, to resolve the
dispute and to enforce any judgment.

EXHIBITS
All exhibits identified in this Agreement are incorporated into the Agreement by
this reference.

CONTRACTOR’S AUTHORITY TO EXECUTE

The persons executing this Agreement on behalf of the CONTRACTOR warrant
that (i) the CONTRACTOR is duly organized and existing; (ii) they are duly
authorized to execute this Agreement on behalf of the CONTRACTOR,; (iii) by so
executing this Agreement, the CONTRACTOR is formally bound to the provisions
of this Agreement; and (iv) the entering into this Agreement does not violate any

provision of any other Agreement to which the CONTRACTOR is bound.

CITY OF TORRANCE
a municipal corporation

Digital Network Group, Inc.,
a California corporation

Frank Scotto, Mayor

ATTEST:

By:

Chris Ursetta
Vice President

Sue Herbers
City Clerk

APPROVED AS TO FORM:
JOHN L. FELLOWS I

City Attorney
By:
Attachments: Exhibit A
Exhibit B
Exhibit C
[72487_1.00C]

Scope of Services

Compensation Schedule

County of Los Angeles Subrecipient Agreement with
City of Torrance grant Year 2010 Buffer Zone
Protection Program
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EXHIBIT A

SCOPE OF SERVICES
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==
G R O U P ,
Scope Letter
NAME OF JOB: Bid No. B2012-31 - Bid to Provide and Install an Outdoor Wireless Video
Surveillance System
LOCATION: Office of the City Clerk
BID DATE: Thursday, September 20%, 2012
BID TIME: 2PM
BID NO: B2012-31
ADDENDUM NOTED: 1,2,
TOTAL BASE BID AMOUNT $ 110,820.52
ALTERNATE BIDS:
Alternate No. 1 — Bid Total Including Bullet Resistant Housings: $ 116,487.76

SCOPE OF SERVICES (Exhibit A):

Cover Statement

- Contractor will Furnish and install Outdoor PTZ 20x zoom IP cameras and necessary
wireless bridges on four intersections {(One camera per intersection)

- Three intersections have city accessible power which contractor will provide breaker for 120V
and power to the devices

- One intersection will be powered by a solar array

- Allintersections and systems are designed to be easily scalable to the future desired 4
cameras per intersection

- Contractor will Furnish and install wireless bridge on PD radio tower

- Contractor will Furnish and Install all necessary cabling for Power, Cameras, Wireless
bridges, Data, Switches and Head End

- Contractor will Furnish and Install Seismic Rated Rack, Servers, Cisco Switch and Patch
Panel

- Contractor will Furnish and Install OnSSi Base software, Camera Licenses and Support
contracts. Onssi software version shall support muiti casting.

- Contractor will provide Two Viewing workstations, Monitors and Mount

- Cabling will be Outdoor rated Cat 6 and seal-tight and/or conduit will be used as needed

- Contractor will provide requested training (4+ hours), system final commissioning, testing and
fine tuning

- Contractor is Certified and Authorized to resell and install the OnSSi software and related
cameras and components

- Contractor has multiple years of experience with IP video systems designed for Local and
State government facilities and Education

SUILBING CRNNRCTIONG

N1z 2
\ 0 ia, Suite 100, Aliso Viejo, irfoConmi
BiCSi 100 Columbia, Suite 100, Aliso Viejo, CA 92656 - o

: Offlce (949) 428-6333 Fax (949) 428-6334 Tndirsties Association, fc®
MEMBER ’ www.digitalnefworksqroup.com
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ZDIGITAL NETWORKS

G R O U

Solution Description

- Seneca Server — Industry leader in manufacturing IP video surveillance specific servers. The
server being proposed is custom buiit and configured by Seneca to run OnSSi or Milestone
software. See bélow for specs

Qty 1 XNVR, Milestone, 200 Series, 3U 16 Bay, 48TB, Win Server 2008
Qty 1 3U 16 Bay, 48TB, xDAS, Expanded Shelf

- Cisco Switch - Cisco Switch, Gigabit POE, 24 Port FOR MDF rack mountable layer 3
- Solar Breeze - Solar Array will provide power 24/7 at one intersection for one camera and
- one wireless radio see attached cutsheep
- Fluid Mesh 1100 series Wireless Radios — Industry standard wireless radios designed
specifically for outdoor wireless surveillance. Fluid mesh has globally implemented their
wireless solutions for police departments and traffic solutions for many years and their
technology is extremely secure and trusted. Please see product cut sheets included in this
submittal for more information
- Ocularis ES Software — OC-ES is the most feature rich version of OnSSi surveillance
software. This version supports muti-casting and all other required features
- Sentry 360 IP PTZ Camera #IS-DM240-V — Sentry 360 has a very advanced PTZ camera
with 20x zoom and all other requested features included in our bid is a 32 GB micro SD for
emergency storage and outdoor vandal housing see cutsheets
- Seneca Viewing workstations - Viewing stations are custom built and configured by Seneca
specifically for viewing OnSSi or Milestone surveillance video see specs below
o VMS-INSTALLER VMS Installation Tool for XNVR, XVIEW Configurations 1.00
WIN7PRO64 Microsoft Windows 7 Professional SP1 64 Bit
1.00AVF6456UB4F9333AK2 4GB KIT(2x2GB) DDR3 1333 CL9 HD 1.00
BX806231524008S Intel Core i5-2400S 2.50GHz 1.00
HD2.2-DQ67EP-CPU1 OEM HD2.2 DQ67EP Celeron, Pentium, Core i3, Core i5,
Core i7 1.00
SSDSC2CT120A3KS5 Intel 120GB 330 Series SSD 1.00
3YR-DEPOT 3 Year Depot Warranty 1.00
DSS-CUSTOM-SETTINGS DSS Custom System Configuration Settings 1.00
- Dotworkz Bullet Resistant Housing and Sheilding (Optional) Dotworkz Mark IV Ballistic Armor
Shield .22 Cal Resistant, 16gg Stainless Steel part number MARK |V, This is a option for a
outdoor housing that has a bullet resistant housing.

Project Plan

- Bid Award Date 9-20-12

- 10-1-12 order materials and provide city all required info

- 11-1-12 begin work installing 120 breakers and power to signais

- 11-7-12 Install cameras, power supplies and wireless bridges

- 11-14-12 Configure software and fine tune camera views

- 11-25-12 training and final system commissioning

- All work completed by December 15" 2012 to comply with grant requirements
- Allinvoices provided to the city by 1/15/13

’

BEILOING EQRAECTIONS

g . 100 Columbia, Suite 100, Aliso Viejo, CA 92656 rd
3iCSi Office (949) 428-6333 Fax (949) 428-6334 ) Comncets
EMBER digl wor oup.co
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DIGITAL ’NE'I'Vl\/QI}Ks

G R O U

Key Personnel

- See attached resume/credentials for our PM, Engineer and Principals

BYILDING CORNEETIOKE
@ - . 100 Columbia, Suite 100, Aliso Viejo, CA 92656 WOITII“
BICSi Office (949) 428-6333 Fax (949) 428-6334 iotomations Conpunierioe
WMEMBER www.digltalnetworksaroup.com
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KEY PERSONNEL

Mike Starnmire, Co-Fournder & FPresidernt

Mike has successfully designed and engineered voice, video and data cabling
projects, including LAN/WAN systems, for over 25 years. Involved with
educational technology, Mike has been active in CASH and technology
roundtables to drive technology into the schoo! curriculum. In addition, he has
worked in the design and planning for many schools and districts including Long
Beach, Compton and Escondido. Mike has also provided the design-build
solutions for the NOCCCD boardroom and higher education campuses. He is
responsible for the company asset management and business plan development.
Mike is an RCDD (Registered Communications Data Designer) and received his
MBA from Loyola Marymount University in 1982,

Mike Grogarn, Project Manager

Starting in the industry in 1997 as a Technician, Mike quickly became a Lead
Technician only months later, He was promoted to Project Manager in 2000 and
managed projects for Arrow Electronics, Chembridge Research Labs, CSU
Dominguez Hills among others. Mike holds various manufacturer-training
certifications, including Blolite fiber optics.
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Benton Barker, RCDD, integrated Systems Engineer

Benton is a Registered Communications Distribution Designer (RCDD) who has
been involved in the communications industry for over 13 years. With a
background in architecture, CAD design and construction he has geared his
expertise toward network infrastructure. Aside from Structured Cabling, other
competencies include, IP Security Surveillance and wireless LAN implementation.
Benton maintains a wide range of manufacturer certifications, including
3M, Cooper/B-Line, Leviton, Berk-Tek, Corning, STl and Mohawk.

Trey Cox, Account Manager

Trey has been a video surveillance sales specialist for the past 5 years
specializing in IP camera technology solutions. As a certified IP camera integrator,
and working with DNG's RCDD infrastructure specialists, Trey actively engages
with engineers, architects and contractors to design |P camera implementations.
Trey's charter also includes following the installation process from start to finish to
ensure a smooth and professional completion of all projects. Certifications include:

Onssi, Exacqvision, JVC, Axis and Firetide.
( QIGITAL NETWORKS
&8 O U P . It N € .

Lewderr (o Teghewjoge facegroviva

www.digitalnetworksgroup.com
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DIGITAL NETWORKS

R O U p
Bid Deviations

- Fluidmesh 1100 Series Wireless Radios are not listed in the Magic Quadrant report however
the Fluidmesh 1100 series meets or exceeds the requirements for this bid spec.

The Magic quadrant primarily refers to wireless systems for WI-Fi networks and not security
based surveillance applications that require mass data backhauling.

Fluidmesh’s Prodigy is a high performance proprietary transmission protocol. lts optimization algorithm
allows every Fluidmesh device to assign a specific level of priority and reliability to every packet
transmitted. This process allows the wireless network to automatically adjust its transmission parameters
based on the type of traffic transmitted. The overall result is a better, more reliable, multi-service wireless
infrastructure over the 802.11 standard.

Prodigy delivers far less latency compared to traditional license-free wireless networks. Latency is
particularly critical in VOIP and in video surveillance applications with PTZ cameras. For example, VOIP
and PTZ controi packets are automatically recognized by Prodigy which assigns them a high priority level
compared to the rest of the data transmitted. This is done automatically by every Fiuidmesh device and
doesn't require any initial tag on the data packets. The result is that those packets will not have to sit in
queue with the rest of the data but they will be transmitted right through thus keeping the latency level to
a minimum.

Another application where Prodigy offers a superior solution is Cellular and Wi-Max backhauling because
of the key role that synchronization plays in such deployments. To guarantee a proper synchronization
among celiular base stations, Fluidmesh products can work flawlessly with a Pseudowire solution. In
addition, Prodigy is able to recognize IEEE 1588 data packets and optimize their transmission across the
wireless infrastructure, maximizing the accuracy of clock synchrinization. This makes Fluidmesh a solid
alternative to microwave bridges for next generation Cellular and Wi-Max backhauls.

Fluidmesh proprietary communication protocol provides a high level of security.

First of all, wireless networks designed using Fluidmesh products are not 802.11 compatible. As a
consequence, a laptop and a Wi-Fi product would not detect the network.

In addition, every network using Fluidmesh technology implements an authenticated routing protocol based on a
secret pass phrase that the user can select. Therefore even if an attacker tries to access the network using a
Fluidmesh product, the new Fluidmesh device won't get access to the network because it won’t have the correct
passphrase. 4

Product Cut/Specification Sheets

- See attached OnSSi and Fluidmesh certs

Bidder Certifications

- See attached

.

PUILEING CONNRCOTIONS
'
@ 100 Columbia, Suite 100, Aliso Viejo, CA 92656 ugfbcomﬁ
CS Office (949) 428-6333 Fax (949) 428-6334 Iemaling! Compunicaters
MEMEER www.digitalnetworksgroup.com
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DIGITAL NETWORKS

G R O U P ,
1-5 Year Basic Maintenance/Service Agreement Through Digital Networks Group

1 year = $4,320

2 years = $8,400
- 3years=%$11,400
- 4years =$16,800
- 5years =$21,600

DNG's other comprehensive Preventative Maintenance and Support Services
programs intended to supplement manufacturer's limited

equipment warranties, provide ongoing technical suppott, prioritized emergency site
response repairs, and periodic system training sessions. All of

these recurring preventative maintenance features will help protect your AV system and
financial investment . Please take advantage of these programs

and contact your Account Manager or DNG's Service Group for coverage options -
Basic Maintenance Package: Preventative Maintenance Visit, System Status
Reports, Help Desk Support, Emergency Response Priority,

User Refresh Traning, Extended Equipment Warranty, Labor, Free Shipping and
Supplies Discounts.

Fluidmesh Wireless Radio Manufacturer Extended Warranty Options Through Manufacturer

$595.00 msrp per device  Limited Warranty Extension for additional 2 Year after the
standard 2-year warranty expiration (total of 4 years coverage can be purchased anytime). The
plan is valid for one product and it must be associated to the product serial number before the
standard warranty expires.

$495.00 msrp per device  Limited Warranty Extension to 5 Years and Enhanced
Warranty including Advanced Replacement (Total of 5 years coverage includes replacement
spares must be purchased at time of original order). The plan is valid for one product and it must
be associated to the product serial number prior physical installation on-site

INCLUSIONS:

A, Price includes Material, Labor, Tax, Freight

EXCLUSIONS:

A, Price excludes a bid bond, conduit to rooftop from MDF, Cabling to workstations, Conduit from
electrical box on street to signal pole

FUILDING CORNECTIONS
LA

v, 3 100 Columbia, Suite 100, Aliso Viejo, CA 92656 Aerodd ek
BiCSI Office (949) 428-6333 Fax (949) 428-6334 ematondd Compancatirs
MEMBER www. digitalnetworksgroup.com
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G R ©O U P ,

A. Meets all qualifications as specified and claims this bid to be thorough and competitive.

B. With more than 100 full time employees, Digital Networks Group Inc. has completed over 100
similar systems.

C. Digital Networks Group Inc. is financially sound, fully insured and is a licensed C-7 and C-10
Contractor (#822511). Expiration 08/31/2011,

Trey Cox, Account Manager
Digital Networks Group, Inc. Date: March 28, 2011

.

@ H#UILOIAG CONABCTIONS
. 100 Columbia, Suite 100, Aliso Viejo, CA 92656 irgﬁ)comni
BiCSI Office (949) 428-6333 Fax (949) 428-6334 natind Conmunias
MEMBER .digital roup.co
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FLUIDMESH 1100 Series

TECHNICAL SPECIFICATIONS WIRELESS SYSTEM

1.01

1.02

GENERAL

A.

C.

Manufacturer:

Fluidmesh Networks, Inc.

18 Tremont Street — Suite 730
Boston, MA 02108

U.S.A,

www.fluidmesh.com

All equipment and materials used shall be standard components that are regularly
manufactured and used in the manufacturer's system.

All systems and components shall have been thoroughly tested and proven in —actual use.

WIRELESS TRANSCEIVER

A.

The wireless transceiver shall be a mesh router capable of transmitting, receiving and
forwarding P packets through the optimal path in real time. The wireless mesh router shall
perform a continuous analysis of the bandwidth available on every wireless link. The wireless
unit shall be able to detect increases and decreases in link quality in real time, routing packets
around low-quality links and sources of interference. The wireless mesh router shali not route
packets by minimizing the number of hops in the path but it shall pick the path that provides
the lowest latency and highest bandwidth.

The wireless transceiver shall have an integrated quadri-band patch antenna operating on
2.4,4.9, 5.4, and 5.8 GHz frequency ranges which can be modulated up to 108 Mbps.

The wireless transceiver shall be able to prioritize PTZ control packets over video packets to
minimize latency and shall be able to transmit IP packets, such as MPEG4 I-frame vs. MPEG-
4 P-frame, in different ways, proving different levels of reliability and priority.

The wireless transceiver shall provide at ieast one Ethernet port to interconnect any Ethernet-
based devices, such as IP cameras, video-servers, Wi-Fi Access Points, VolP phones, etc.

The wireless transceiver shall have an IP66/NEMA4 classified enclosure

The wireless transceiver shalt be able to route and forward multicast traffic.

. The wireless transceiver shall be able to support both centralized polling-based and

distributed CSMA/CA-based Medium Access Control (MAC) protocols in order to create point-
to-point, point-to-multipoint, and mesh architectures.

The wireless transceiver shall have the ability to limit its Ethernet port capacity in order to
allow the user to only pay for the amount of bandwidth required. Additional throughput can be
achieved by upgrading the transceiver with software plug-ins in case the bandwidth
requirements increase over time.

The wireless transceiver shall be shall be in compliance with the FIPS 197 directive and
support 128-bit AES encryption at the link level.

The wireless transceiver shall meet or exceed the following design and performance
specifications.
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Fluidmesh 1100 Series

1.03

1.04

1.05

1.06

1.07

RADIO SPECIFICATIONS

A. Frequency bands:

Non-overlapping channels:

Modulation:
Modulation speed:
TX power:

RX Sensitivity 2.4 GHz:
RX Sensitivity 4.9 GHz:
RX Sensitivity 5 GHz:
Integrated Patch Antenna:

TIOm moo w

POWER SPECIFICATIONS

A. Power input:
B. Power Consumption (max.):
C. Power over Ethernet:

5.17 - 5.850 GHz (US, FCC)
5.470 - 5.725 GHz (Europe, ETSI)
2.4 - 2.462 GHz (US, FCC)

2.4 -2.472 GHz (US, FCC)

4.940 — 4,990 GHz (US. FCC)

29 (US, FCC)

E 22 (Europe, ETSI)

OFDM (BPSK, QPSK, 16-QAM, 64-QAM)

Up to 108 Mbps

13 - 18 dBm, depending on configuration and regulatory
constraints

-90dB @6Mbps, -74dB@54Mbps

-88dB@6Mbps, -71dB@54Mbps

-88dB@6Mbps, -71dB@54Mbps

13 dBi at 2.4 GHz, 15 dBi at 5 GHz

12-18 V DC (90/240V 50/60 Hz AC with AC adapter included)
8w
Non-lEEE 802.3af compliant

ENVIRONMENTAL SPECIFICATIONS

Operating Temperature:

UL Operating Temperature:
Storage Temperature:
Operating Humidity:
Weather rating:

Wind survivability:

Wind loading:

Salt/fog/rust resistance:
Shock & Vibration:

TOoOMMUODD>

PHYSICAL SPECIFICATIONS

Construction:

Finish:

Dimensions (incles/mm):
Unit Weight:

Mounting:

moom>

NETWORK SPECIFICATIONS
A. Interface:

B. Protocols:

-25° to 70°C (-13° to 158°F)
-25° to 65°C (-13° to 149°F)
-30° to 70°C (-22° to 158°F)
up to 95% noncondensing
IP66/NEMA4

>165 mph

<1024N

MIL-STD-810F 509.4

ETSI 300-19-2-4 spec. T41.E

Fiber Glass

White

10.7"/267 (h) x 10.7"/267 (w) x 2.6"/67(d)
2.91b./1.3 Kg.

Pole mounting brackets included

One (1) 10/100 Ethernet RJ-45 auto-sensing ports
(10/100BaseT)
UDP, TCP, IP, RTP, RTCP, RTSP, HTTP, HTTPS, ICMP, ARP
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Fluidmesh 2200 Series

1.08

1.09

1.10

Remote management: FMQuadro Web-based interface
Medium Access Control (MAC) protocols:
Centralized Polling-based, Distributed CSMA/CA-based

Multicast traffic: Supported
UPnP support
SNMP support

NETWORK SECURITY SPECIFICATIONS

Routing: Authenticated routing

VPN: Fult VPN support

Encryption support: Fully compatible with major encryption and authentication
standards (AES, 3DES, RSA, HTTPS, SSL, efc).

Wireless Link Encryption Support:  AES-128 (FIPS-197 Compliant) Optional.

CERTIFICATIONS AND REGULATIONS

mooom»

FCC CFR47 Part 15, class B

CEl

IP66/NEMA4 rated for outdoor use
C-Tick

Industry Canada RSS 210

WARRANTY

A.

Two (2) years, parts and labor

SUPPLIED ACCESSORIES

A.
B.
C.

Pole Mounting kit
Power-Over-Ethemet injector
90/240V 50/60 Hz AC/DC UL/cUL Adapter 18V max. 15W Multi-Plug (US,EU,UK)

OPTIONAL ACCESSORIES

mmoowe

Wired Ethernet Capacity Plug-In up to 5 Mbps

Wired Ethernet Capacity Plug-in up to 10 Mbps

Wired Ethernet Capacity Plug-in up to 15 Mbps

Unlimited Wired Ethernet Capacity Plug-In (up to 100 Mbps)
AES-128 (FIPS-197 Compilant) Encryption Software Plug-in
4.9GHz public safety band plug-in

FLUIDMESH NETWORKS MODEL NUMBERS

A

K.
L.

FM1100E-HW Fluidmesh 1100, 2.5 Mbit/s Ethernet Throughput, quadri-
band, 2.4 GHz, 4.9 GHz, 5.1-5.8 GHz with integrated panel
antenna. Including PoE injector and AC 90-240V Power Supply.

FM1100E-05 Enable 5Mbit/s Ethernet throughput in FM1100 Devices
FM1100E-10 Enable 10Mbit/s Ethernet throughput in FM1100 Devices



FM1100E-15

N. FM1100E-UN

V0.1R03/12/2008

FM1100E-UPG-0510

FM1100E-UPG-0515

FM1100E-UPG-05UN

FM1100E-UPG-1015

FM1100E-UPG-10UN

FM1100E-UPG-15UN

FM1100E-AES

FM1100E-49

25
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Enable 15Mbit/s Ethernet throughput in FM1100 Devices
Enable UNLIMITED Ethernet throughput in FM1100 Devices

Upgrade Ethernet throughput from 5Mbit/s to 10Mbit/s in
FM1100 Devices

Upgrade Ethernet throughput from 5Mbit/s to 15Mbit/s in
FM1100 Devices

Upgrade Ethernet throughput from 5Mbit/s to UNLIMITED in
FM1100 Devices

Upgrade Ethernet throughput from 10Mbit/s to 15Mbit/s in
FM1100 Devices

Upgrade Ethernet throughput from 10Mbit/s to UNLIMITED in
FM1100 Devices

Upgrade Ethernet throughput from 15Mbit/s to UNLIMITED in
FM1100 Devices

Software Plug-in to activate 128-bit AES Encryption at the
link-level. FIPS-197 compliant.

Fluidmesh 1100 4.9 GHz Software Plug-in to operate
radio of the FM1100 at 4.9 GHz (Public Safety Band)
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COMPENSATION SCHEDULE
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Payment Schedule

The City of Torrance payment terms are Net 30. The City does not make pre-payments
or pay upon receipt.
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County of Los Angeles Subrecipient Agreement
with City of Torrance grant Year 2010
Buffer Zone Protection Program

ATTACHMENT A
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Exhibit C

Subrecipient Agreement

With the City of Torrance

Grant Year 2010

Buffer Zone Protection Program

002-110¢3

COPY
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AGREEMENT
BETWEEN THE COUNTY OF LOS ANGELES
AND
THE CITY OF TORRAMCE

THIS AGREEMENT is made and entered into by and between the County of
Los Angeles, a political subdivision of the State of California (the “County of
Los Angeles”), and the City of Torrance, a public agency (the “Subrecipient”)

WHEREAS, the U.S. Department of Homeland Security Title 28 C.F.R. through
the Office of Grants and Training (G&T), has provided financial assistance from the
Buffer Zone Protection Program, Catalog of Federal Domestic Assistance (CFDA)
97.078 directly to the California Emergency Management Agency (CalEMA) for the
2010 Buffer Zone Protection Program (BZPP); and

WHEREAS, the CalEMA, provides said funds to the Los Angeles County Chief
Executive Officer (CEQ), on behalf of the County of Los Angeles, as its Subgrantee,
and CEOQ is responsible for managing and overseeing the BZPP funds that are
distributed, by CEQ, to other specified jurisdictions within Los Angeles County; and

WHEREAS, this financial assistance is being provided to the Subrecipient in
order to address the unique equipment and planning management needs of the
Subrecipient, and to assist the Subrecipient in building effective prevention and
protection capabilities to prevent, respond to, and recover from threats or acts of
terrorism; and

WHEREAS, the CEO as Subgrantee has obtained approval of a BZPP 2010
grant from CalEMA for the Subrecipient in the amount of $190,000; and

WHEREAS, the CEO now wishes to distribute BZPP grant funds to the
Subrecipient, as further detailed in this Agreement; and

WHEREAS, the CEOQ is authorized to enter into subrecipient agreements with
cities providing for re-allocation and use of these funds; and to execute all future
amendments, modifications, extensions, and augmentations relative to the subrecipient
agreements, as necessary; and

WHEREAS, the County of Los Angeles and Subrecipient are desirous of
executing this Agreement and the County Board of Supervisors on August 2, 2011
authorized the CEO to prepare and execute this Agreement.

NOW, THEREFORE, the County of Los Angeles and Subrecipient agree as follows:

Grants/BZPP 2010/Subrecipient Agreement/Torrance
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SECTION |

INTRODUCTION

§101. Parties to this Agreement

The parties to this Agreement are:

A. County of Los Angeles, a political subdivision of the State of California, having its
principal office at Kenneth Hahn Hall of Administration, 500 West Temple Street,
Los Angeles, CA 90012; and

B. City of Torrance, a public agency, having its principal office at 3031 Torrance
Boulevard, Torrance, CA 905083.

§102, Representatives of the Parties and Service of Notices

A. The representatives of the respective parties who are authorized to administer
this Agreement and to whom formal notices, demands and communications shall
be given are as follows:

1, The representative of the County of Los Angeles shall be, unless
otherwise stated in this Agreement:

Carol Kindler, Manager

Chief Executive Office, Los Angeles County (LAC)
500 W. Temple Street, Room 754

Los Angeles, CA 90012

Phone: (213) 974-1154

Fax: (213)687-3765
Ckindler@ceo.lacounty.gov

With a copy to:

Norman Braverman, Grants Manager
Chief Executive Office, LAC

500 W. Temple Street, Room 754
Los Angeles, CA 90012

Phone: (213) 893-7955

Fax: (213) 687-3765
Nbraverman @ ceo.lacounty.gov

Grants/BZPP 2010/Subrecipient Agreement/Torrance
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2. The representative of Subrecipient shall be:

Name and Laurie Anderson, Business Manager
Title:

Organization Torrance Police Department

Address: 3300 Civic Center Drive

City/State/Zip: Torrance, CA 90503

Phone: _ (310) 618-5676

Fax: (310) 618-5675

Email LAnderson@TorranceCA.gov
With a copy to:

Name and Sue Herbers, City Clerk

Title: '

Organization City of Torrance

Address: 3031 Torrance Boulevard

City/State/Zip: Torrance, CA 90503

Phone: (310) 618-2870

Fax: (310) 618-2931

Email SHerbers@TorranceCA.gov

ATTACHMENT A

Exhibit C

B. Formal notices, demands and communications to be given hereunder by either
party shall be made in writing and may be effected by personal delivery or by
registered or certified mail, postage prepaid, return receipt requested and shall

be deemed.communicated as of the date of mailing.

C. If the name and/or title of the person designated to receive the notices, demands
or communications or the address of such person is changed, written notice shall
be given, in accord with this section, within five (5) business days of said change.

§103. Independent Party

Subrecipient is acting hereunder as an independent party, and not as an agent or
employee of the County of Los Angeles. No employee of Subrecipient is, or shall
be an employee of the County of Los Angeles by virtue of this Agreement, and

Grants/BZPP 2010/Subreciplent Agreement/Torvance
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Subrecipient shall so inform each employee organization and each employee
who is hired or retained under this Agreement. Subrecipient shall not represent
or otherwise hold out itself or any of its directors, officers, partners, employees,
or agents to be an agent or employee of the County of Los Angeles by virtue of
this Agreement.

Conditions Precedent to Execution of This Agreement

Subrecipient shall provide the following signed documents to the County of
Los Angeles, unless otherwise exempted.

Certifications and Disclosures Regarding Lobbying, attached hereto as Exhibit A
and made a part hereof, in accordance with §411.A.14 of this Agreement,
Subrecipient shall also file a Disclosure Form at the end of each calendar quarter
in which there occurs any event requiring disclosure or which materially affects
the accuracy of the information contained in any Disclosure Form previously filed
by Subrecipient,

Certifications Regarding Debarment, Suspension, Ineligibility and Voluntary
Exclusion, attached hereto as Exhibit B and made a part hereof as required by
Executive Order 12549 in accordance with §411.A.12 of this Agreement .

. Certification Regarding Drug-Free Workplace, attached hereto as Exhibit C and

made a part hereof, in accordance with §411.A.13 of this Agreement,

. Certification of Assurances — Non-Construction Programs, attached hereto as

Exhibit D and made a part hereof, in accordance with §411.C of this Agreement.

SECTION I
TERM AND SERVICES TO BE PROVIDED

Time of Performance

The term of this Agreement shall commence upon execution by all parties and
shall expire on the later of February 28, 2013, or if as of such date, not all
activities required by this Agreement have been completed, then the Agreement
shall expire on such later date that all such required activities, including close-out
activities, are completed, Said term is subject to the provisions herein.,

Use of Grant Funds and Compliance with Protected Critical Infrastructure
Information Requirements

. Subrecipient has previously completed a budget/expenditure plan, hereinafter

“Budget,” for the BZPP 2010 Grant, which has been approved by CalEMA, This
information has been validated as Protected Critical Infrastructure Information

Grants/BZPP 2010/Subrecipient Agreement/Torrance
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(PCIl) and is exemnpt from release under the Freedom of Information Act (5
U.S.C. 552) and similar State and local disclosure faws, to include the California
Public Records Act (California Government Code §§6250-6270). Unauthorized
release of this information or any newly created document containing PCll may
result in criminal and administrative penalties. This information and any newly
created document containing PCll is to be safeguarded and disseminated in
accordance with the Critical Infrastructure Information Act of 2002, 6 U.S.C.
§§131 et seq., the implementing Regulation at 6 C.F.R. Part 29 and PCII
Program requirements, a copy of the Final Rule; Procedures for Handling
Protected Critical Infrastructure Information is attached to this Agreement as
Exhibit E. Subrecipient acknowledges that it is familiar with alf pertinent statutory
and regulatory requirements which govern the marking, storage, handling,
dissemination and destruction of PCII.

Any request by Subrecipient to modify the Budget must be made in writing with
the appropriate justification and submitted to CEO for approval. If during the
County’s review process, additional information or documentation is required, the
Subrecipient will have ten (10) business days to comply with the request. If the
Subrecipient does not comply with the request, CEO will issue written notification
indicating that the requested modification will not be processed. Modifications
must be approved in writing by the County of Los Angeles and CalEMA during
the term of this Agreement. Upon approval, all other terms of this Agreement will
remain in effect.

Subrecipient shall utilize grant funds in accordance with all Federal regulations
and State Guidelines. Any subcontract entered into by Subrecipient, relating to
this Contract, to the extent allowed hereunder, shall include the provisions of this
paragraph and.be subject to such provisions, and shalt attach a copy of the Final
Rule: Procedures for Handling Protected Critical Infrastructure Information,
which is attached hereto as Exhibit E.

B. Subrecipient agrees that grant funds awarded will be used to supplement existing
funds for program activities, and will not supplant (replace) non-Federal funds.

C. Subrecipient shall review the Federal Debarment Listing at
www.epls.gov/epls/search.do prior to the purchase of equipment or services to
ensure the intended vendor is not listed and also maintain documentation that
the list was verified.

D. Prior to the purchase of equipment or services costing $100,000 or more utilizing
a sole source contract, justification must be presented to CEO, who upon review,
will request approval from CalEMA. Such approval in writing must be obtained
prior to the commitment of funds

E. Subrecipient shall provide any reports requested by the County of Los Angeles to
the CEQ indicating Subrecipient's performance under this Agreement, including
progress on meeting program goals. Reports shallf be in the form requested by
the County of Los Angeles, and shall be provided by the 15" of the following
month. Subrecipient shall timely submit claims for reimbursement.

Grants/BZPP 2010/Subrecipient Agreement/Torrance
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F. Subrecipient shall provide a copy of their Annual Single Audit Report, as required
by Office of Management and Budget circular A-133, to CEO no later than
March 31% of the year following the reporting period.

G. Subrecipient shall provide a Corrective Action Plan to CEQ within 30 days of any
audit finding.

H. Subrecipient will be monitored by the County of Los Angeles on an annual basis
to ensure compliance with CalEMA grant program requirements. Said monitoring
will include, at a minimum, one on-site visit during the term of this Agreement.

I. Any equipment acquired pursuant to this Agreement shall be authorized in the
G&T Authorized Equipment List (AEL) available online at www.rkb.us.
Subrecipient shall provide the County of Los Angeles a copy of its most current
procurement guidelines and follow its own procurement requirements as long as
they meet or exceed the minimum Federal requirements. Federal procurement
requirements for the BZPP 2010 Grant can be found at OMB Circular A-102, Title
28 C.F.R. Part 66.36, and Office of G&T Financial Guide.

Any equipment acquired or obtained with Grant Funds:

1. Will be made available under the California Disaster and Civil Defense
Master Mutual Aid Agreement in consultation with representatives of the
various fire, emergency medical, hazardous materials response services,
and law enforcement agencies within the jurisdiction of the applicant;

2, Will be consistent with needs as identified in the State Buffer Zone
Protection Program Guidance and will be deployed in conformance with
that plan;

3. Will be made available pursuant to applicable terms of the California

Disaster and Civil Defense Master Mutual Aid Agreement and deployed
with personnel trained in the use of such equipment in a manner
consistent with the California Law Enforcement Mutual Aid Plan or the
California Fire Services and Rescue Mutual Aid Plan.

J.  Equipment acquired pursuant to this Agreement shall be subject to the
requirements of Title 28, C.F.R. 66.32, 66.33 and Office of G&T Financial Guide.
For the purposes of this subsection, “Equipment” is defined as tangible
nonexpendable property, having a useful life of more than one year which costs
$5,000 or more per unit. ltems costing less than $5,000, but acquired under the
“Equipment” category of the Grant shall also be listed on any required Equipment
Ledger,

1. Equipment shall be used by Subrecipient in the program or project for
which it was acquired as long as needed, whether or not the project or
program continues to be supported by Federal funds. When no longer
needed for the original program or project, the Equipment may be used in
other activities currently or previously supported by a Federal agency.

Grants/BZPP 2010/Subrecipient Agresment/Torrance



K,

§301.

36

ATTACHMENT A

Exhibit C

2, Subrecipient shall make Equipment available for use on other like projects
or programs currently or previously supported by the Federal Government,
providing such use will not interfere with the work on the projects or
program for which it was originally acquired. First preference for other use
shall be given to other programs or projects supported by the awarding
agency.

3. An Equipment Ledger shall be maintained listing each item of Equipment
acquired with BZPP funds. The Equipment Ledger must be kept up to
date at all times. Any changes shall be recorded in the Ledger within ten
(10) business days and the updated Ledger is to be forwarded to the
County Disaster Administrative Team. The Equipment Ledger shall
include: (a) description of the item of Equipment, (b) manufacturer's model
and serial number, (c) Federal Stock number, national stock number, or
other identification number; (d) the fund source/grant year of acquisition of
the Equipment, including the award number, (e) date of acquisition; (f) the
per unit acquisition cost of the Equipment, (g) location and condition of
Equipment and (h) disposition data, including date and sale price , if
applicable. Records must be retained pursuant to Title 28 C.F.R.

Part 66.42.

4, All Equipment obtained under this Agreement shall have an appropriate
identification decal affixed to it, and, when practical, shall be affixed where
it is readily visible.

5. A physical inventory of the Equipment shall be taken by the Subrecipient
and the results reconciled with the Equipment Ledger at least once every
two years or prior to any site visit by State or Federal auditors/monitors,
The Subrecipient is required to submit a letter certifying as {o the accuracy
of the Equipment Ledger to the County of Los Angeles, in the frequency
as above.

Any planning paid pursuant to this Agreement shall conform to the guidelines as
listed in the 2010 Buffer Zone Protection Program, Program Guidance and
Application Kit or subsequent grant year programs.

SECTION I
PAYMENT

Payment of Grant Funds and Method of Payment

. The County of Los Angeles shall reimburse Subrecipi'ent up to the maximum

grant amount of $190,000 as expenditures are incurred and paid by Subrecipient
and all documentation is reviewed and approved by County. All expenditures
shall be for the purchase of equipment and planning as described in Section Il of
this Agreement. The grant amount represents the amount allocated to
Subrecipient in the 2010 BZPP Grant Award Letter from CalEMA.
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Subrecipient shall submit invoices to the County of Los Angeles Chief Executive
Office requesting payment as soon as expenses are incurred and paid, and the
required supporting documentation is available. Said timeframe should be within
ten (10) business days of Subrecipient’s payment to vendors and/or prescribed
due dates by CEO and/or CalEMA. Each reimbursement request shail be
accompanied by the Reimbursement Request Checklist and Form (attached
hereto as Exhibit F). All appropriate back-up documentation must be attached to
the reimbursement form, including invoices, proof of payment and packing slips.

For planning reimbursements, Subrecipient must include a copy of the final
tangible product as a result of the planning project.

County may, at its discretion, and with CalEMA approval, reallocate unexpended
grant funds to another Subrecipient. Said realiocation may occur upon
completion of an approved project, or by notification to County by Subrecipient
that a portion of the grant funds identified in §301 A., above, will not be utilized.
Notwithstanding the provisions of §502, below, any increase or decrease in the
grant amount specified in §301 A., above, shall not require a written amendment
to this Agreement,

. Payment of final invoice shall be withheld by the County of Los Angeles until the

County has determined that Subrecipient has turned in all supporting
documentation and completed the requirements of this Agreement.

It is understood that the County of Los Angeles makes no commitment to fund
this Agreement beyond the terms set forth herein.

1. Funding for ali periods of this Agreement is subject to continuing Federal
appropriation of grant funds for this program. In the event of a loss or reduction
of Federal appropriation of grant funds for this program, the Agreement may be
terminated, or appropriately amended, immediately upon notice to Subrecipient
of such loss or reduction of Federal grant funds.

2. County shall make a good-faith effort to notify subrecipient, in writing, of such
non-appropriation at the earliest time.

SECTION IV
STANDARD PROVISIONS

Construction of Provisions and Titles Herein

All titles or subtitles appearing herein have been inserted for convenience and
shall not be deemed to affect the meaning or construction of any of the terms or
provisions hereof. The language of this Agreement shall be construed according
to its fair meaning and not strictly for or against either party.
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Applicable Law, Interpretation and Enforcement

Each party's performance hereunder shall comply with all applicable laws of the
United States of America, the State of California, and the County of Los Angeles.
This Agreement shall be enforced and interpreted under the laws of the State of
California and the County of Los Angeles.

If any part, term or provision of this Agreement shall be held void, illegal,
unenforceable, or in conflict with any law of a Federal, State or Local
Government having jurisdiction over this‘Agreement, the validity of the remaining
portions of provisions shall not be affected thereby.

Applicable Federal or State requirements that are more restrictive shall be
followed.

Integrated Agreement

This Agreement sets forth all of the rights and duties of the parties with respect to
the subject matter hereof, and replaces any and all previous agreements or
understandings, whether written or oral, relating thereto. This Agreement may be
amended only as provided for herein.

Breach

If any party fails to perform, in whole or in part, any promise, covenant, or
agreement set forth herein, or should any representation made by it be untrue,
any aggrieved party may avail itself of all rights and remedies, at law or equity, in
the courts of law. Said rights and remedies are cumulative of those provided for
herein except that in no event shall any party recover more than once, suffer a
penalty or forfeiture, or be unjustly compensated.

Prohibition Against Assignment or Delegation

Subrecipient may not, unless it has first obtained the written permission of the
County of Los Angeles:

Assign or otherwise alienate any of its rights hereunder, including the right to
payment; or

. Delegate, subcontract, or otherwise transfer any of its duties hereunder.

Permits

Subrecipient and its officers, agents and employees shall obtain and maintain all
permits and licenses necessary for Subrecipient’s performance hereunder and
shall pay any fees required therefor. Subrecipient further certifies to immediately
notify the County of Los Angeles of any suspension, termination, lapse, non
renewal, or restriction of licenses, certificates, or other documents.
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Nondiscrimination and Affirmative Action

Subrecipient shall comply with the applicable nondiscrimination and affirmative
action provisions of the laws of the United States of America, the State of
California, and the County of Los Angeles. [n performing this Agreement,
Subrecipient shall not discriminate in its employment practices against any
employee or applicant for employment because of such person's-race, religion,
national origin, ancestry, sex, sexual orientation, age, physical handicap, mental
disability, marital status, domestic partner status or medical condition.
Subrecipient shall comply with Executive Order 11246, entitied “Equal
Employment Opportunity,” as amended by Executive Order 11375, and as
supplemented in Depariment of Labor Regulations (41 CRF Part 60).

If required, Subrecipient shall submit an Equal Employment Opportunity Plan
(“EEOP”) to the DOJ Office of Civil Rights (“OCR”) in accordance with guidelines
listed at www.ojp.usdoj.gov/about/ocr/eeop.htm.

Any subcontract entered into by the Subrecipient relating to this Agreement, to
the extent allowed hereunder, shall be subject to the provisions of this §407 of
this Agreement.

Indemnification

Each of the parties to this Agreement is a public entity. This indemnity provision
is written in contemplation of the provisions of Section 895.2 of the Government
Code of the State of California, which impose certain tort liability jointly upon
public entities, solely by reason of such entities being parties to an agreement,
and the parties agree that this indemnity provision shall apply and shall be
enforceable regardless of whether Section 895 et seq. is deemed to apply to this
Agreement. The parties hereto, as between themselves, consistent with the
authorization contained in Government Code Sections 895.4 and 895.6 agree to
each assume the full liability imposed upon it or upon any of its officers, agents,
or employees by law, for injury caused by a negligent or wrongful act or omission
occurring in the performancs of this Agreement, to the same extent that such
liability would be imposed in the absence of Government Code Section 895.2.
To achieve the above-stated purpose, each party agrees to indemnify and hold
harmless the other party for any liability arising out of its own negligent acts or
omissions in the performance of this Agreement (i.e., the Subrecipient agrees to
indemnify and hold harmless the County of Los Angeles for liability arising out of
the Subrecipient's negligent or wrongfu! acts or omissions and the County of
L.os Angeles agrees to indemnify and hold harmless the Subrecipient for liability
arising out of the County of Los Angeles' negligent or wrongful acts or
omissions). Each party further agrees to indemnify and hold harmless the other
party for liability that is imposed on the other party solely by virtue of Government
Code Section 895.2. The provisions of Section 2778 of the California Civil Code
are made a part hereof as if fully set forth herein. Subrecipient certifies that it
has adequate self insured retention of funds to meet any obligation arising from
this Agreement.

10
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. §409. Contlict of Interest

A. The Subrecipient covenants that none of its directors, officers, employees, or
agents shall participate in selecting, or. administrating any subcontract supporied
{in whole or in part) by Federal funds where such person is a director, officer,
employee or agent of the subcontractor; or where the selection of subcontractors
is or has the appearance of being motivated by a desire for personal gain for
themselves or others such as family business, etc.; or where such pérson knows
or should have known that:

1. A member of such person's immediate family, or domestic partner or
organization has a financial interest in the subcontract;

2. The subcontractor is someone with whom such person has or is
negotiating any prospective employment; or

3. The participation of such person would be prohibited by the California
Political Reform Act, California Government Code §87100 et seq. if such
person were a public officer, because such person would have a “financial
or other interest" in the subcontract..

B. Definitions:

1, The term "immediate family" includes but is not limited to domestic partner
and/or those persons related by blood or marriage, such as husbhand, wife,
father, mother, brother, sister, son, daughter, father in law, mother in law,
brother in law, sister in law, son in law, daughter in faw.

2. The term "financial or other interest" includes but is not limited to:

a. Any direct or indirect financial interest in the specific contract,
including a commission or fee, a share of the proceeds, prospect of
a promotion or of future employment, a profit, or any other form of
financial reward.

b. Any of the following interests in the subcontractor ownership:
partnership interest or other beneficial interest of five percent or
more; ownership of five percent or more of the stock; employment
in a managerial capacity; or membership on the board of directors
or governing body.

C. The Subrecipient further covenants that no officer, director, employes, or agent
shall solicit or accept gratuities, favors, anything of monetary value from any
actual or potential subcontractor, supplier, a party to a sub agreement, (or
persons who are otherwise in a position to benefit from the actions of any officer,
employes, or agent).

D. The Subrecipient shall not subcontract with a former director, officer, or
employee within a one year period following the termination of the relationship
between said person and the Subrecipient.

11
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E. Priof to obtaining the County of Los Angeles' approval of any subcontract, the
Subrecipient shall disclose to the County of Los Angeles any relationship,
financial or otherwise, direct or indirect, of the Subrecipient or any of its officers,
directors or employees or their immediate family with the proposed subcontractor
and its officers, directors or employees.

F. For further clarification of the meaning of any of the terms used herein, the
parties agree that references shall be made to the guidelines, rules, and laws of
the County of Los Angeles, State of California, and Federal regulations regarding
conflict of interest,

G. The Subrecipient warranis that it has not paid or given and will not pay or give to
any third person any money or other consideration for obtaining this Agreement.

H. The Subrecipient covenants that no member, officer or employee of Subrecipient
shall have interest, direct or indirect, in any contract or subcontract or the
proceeds thereof for work to be performed in connection with this project during
his/her tenure as such employee, member or officer or for one year thereafter.

I.  The Subrecipient shall incorporate the foregoing subsections of this Section into
every agreement that it enters into in connection with this grant and shall
substitute the term "subcontractor" for the term "Subrecipient" and "sub
subcontractor” for "Subcontractor".

§410. Restriction on Disclosures

Any repotts, analyses, studies, drawings, information, or data generated as a
result of this Agreement are to be governed by the California Public Records Act
(California Government Code Sec. 6250 et seq.).

§411. Statutes and Regulations Applicable To All Grant Contracts

A. Subrecipient shall comply with all applicable requirements of State, Federal, and
County of Los Angeles laws, executive orders, regulations, program and
administrative requirements, policies and any other requirements governing this
Agreement. Subrecipient shall comply with applicable State and Federal laws
and regulations pertaining to labor, wages, hours, and other conditions of
employment. Subrecipient shall comply with new, amended, or revised laws,
regulations, and/or procedures that apply to the performance of this Agreement.
These requirements include, but are not limited to:

1. QOffice of Management and Budget (OMB) Circulars

Subrecipient shall comply with OMB Circulars, as applicable: OMB
Circutar A-21 (Cost Principles for Educational Institutions); OMB Circular
A-87 (Cost Principles for State, Local, and Indian Tribal Governments);
OMB Circular A-102 (Grants and Cooperative Agreements with State and
Local Governments); Common Rule, Subpart C for public agencies or
OMB Circular A-110 (Uniform Administrative Requirements for Grants and

12
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Other Agreements with Institutions of Higher Education, Hospitals and
Other Non-Profit Organizations); OMB Circular A-122 (Cost Principles for
Non-Profit Organizations); OMB Circular A-133 (Audits of States, Local
Governments, and Non-Profit Organizations.

2. Single Audit Act

Since Federal funds are used in the performance of this Agreement,
Subrecipient shall, as applicable, adhere to the rules and regulations of
the Single Audit Act, 31 USC Sec. 7501 et seq.); OMB Circular A-133 and
any administrative regulation or field memos implementing the Act.

3. Americans with Disabilities Act

Subrecipient hereby certifies that, as applicable, it will comply with the
Americans with Disabilities Act 42, USC §§12101 et seq., and its
implementing regulations. Subrecipient will provide reasonable
accommodations to allow qualified individuals with disabilities to have
access to and to participate in its programs, services and activities in
accordance with the provisions of the Americans with Disabilities Act,
Subrecipient will not discriminate against persons with disabilities nor
against persons due to their relationship to or association with a person
with a disability. Any subcontract entered into by Subrecipient, relating to
this Contract, to the extent allowed hereunder, shall be subject to the
provisions of this paragraph.

4, Political and Sectarian Activity Prohibited

None of the funds, materials, property or services provided directly or
indirectly under this Agreement shall be used for any partisan political
activity, or to further the election or defeat of any candidate for public
office. Neither shall any funds provided under this Agreement be used for
any purpose designed to support or defeat any pending legislation or
administrative regulation. None of the funds provided pursuant to this
Agreement shall be used for any sectarian purpose or to support or benefit
any sectarian activity.

Subrecipient shall file a Disclosure Form at the end of each calendar
quarter in which there occurs any event requiring disclosure or which
materially affects the accuracy of any of the information contained in any
Disclosure Form previously filed by Subrecipient. Subrecipient shall
require that the language of this Certification be included in the award
documents for all sub-awards at all tiers and that all subcontractors shall
certify and disclose accordingly.

5. Records Inspection

At any time during normal business hours and as often as either the
County of Los Angeles, the U.S. Comptroller General or the Auditor
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General of the State of California may deem necessary, Subrecipient
shall make available for examination all of its records with respect to all
matfters covered by this Agreement. The County of Los Angeles, the U.S.
Comptroller General and the Auditor General of the State of California
shall have the authority to audit, examine and make excerpts or transcripts
from records, including all Subrecipient’s invoices, materials, payrolls,
records of personnel, conditions of employment and other data relating to
all matters covered by this Agreement.

Subrecipient agrees to provide any reports requested by the County
regarding performance of this Agreement.

6. Records Maintenance

Records, in their original form, shall be maintained in accordance with
requirements prescribed by the County of Los Angeles with respect to all
matters specified in this Agreement. Original forms are to be maintained
on file for all documents specified in this Agreement. Such records shall
be retained for a period of five (5) years after the expiration or earlier
termination of this Agreement and after final disposition of all pending
matters. “Pending matters” include, but are not fimited to, an audit,
fitigation or other actions involving records. The County of Los Angeles
may, at its discretion, take possession of, retain and audit said records.
Records, in their original form pertaining to matters covered by this
Agreement, shall at all times be retained within the County of Los Angeles
unless authorization to remove them is granted in writing by the County of
Los Angeles.

7. Subcontracts and Procurement

Subrecipient shall, as applicable, comply with the Federal, State and
County of Los Angeles standards in the award of any subcontracts. For
purposes of this Agreement, subcontracts shall include but not be limited
to purchase agreements, rental or lease agreements, third party
agreements, consultant service contracts and construction subcontracts.

Subrecipient shall, as applicable, ensure that the terms of this Agreement
with the County of Los Angeles are incorporated into alf Subcontractor
Agreements. The Subrecipient shall submit all Subcontractor Agreements
to the County of Los Angeles for review prior to the release of any funds to
the subcontractor, The Subrecipient shalf withhold funds from any
subcontractor agency that fails to comply with the terms and conditions of
this Agreement and their respective Subcontractor Agreement.

8. Labor

Subrecipient shall, as applicable, cdmply with the Intergovernmental
Personnel Act of 1970 (42 U.S.C. §§4728-4763) relating to prescribed
requirements for merit systems for programs funded under one of the 19

14
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statutes or regulations specified in Appendix A of OPM's Standards for a
Merit System Personne! Administration (5 C.F.R. 900, Subpart F).

Subrecipient shall comply, as applicable, with the provisions of the Davis-
Bacon Act (40 U.S.C. §§276a to 276a-7), the Copeland Act (40 U.S.C.
§276¢ and 18 U.S.C. §874), the Contract Work Hours and Safety
Standards Act (40 U.S.C. §§327-333), regarding labor standards for
federally-assisted construction subagreements, and the Hatch Act (5 USC
§§1501-1508 and 7324-7328).

Subrecipient shall, as applicable, comply with the Federal Fair Labor
Standards Act (29 USC §201) regarding wages and hours of employment.

None of the funds shall be used to promote or deter Union/labor
organizing activities. CA Gov't Code Sec. 16645 et seq.

9, Civil Rights

Subrecipient shall, as applicable, comply with all Federal statutes relating
to nondiscrimination. These include but are not limited to: (a) Title VI of the
Civil Rights Act of 1964 (P.L. 88-352) which prohibits discrimination on the
basis of race, color or national origin; (b) Title tX of the Education
Amendments of 1972, as amended (20 U.S.C. §§1681- 1683, and 1685-
1686), which prohibits discrimination on the basis of sex; (c) Section 504
of the Rehabilitation Act of 1973, as amended (29 U.S.C. §794), which
prohibits discrimination on the basis of disabilities; (d) The Age
Discrimination Act of 1975, as amended (42 U.S.C, §§6101-6107), which
prohibits discrimination on the basis of age; (e) the Drug Abuse Office and
Treatment Act of 1972 (P.L. 92-255), as amended, relating to
nondiscrimination on the basis of drug abuse; (f) the Comprehensive
Alcohol Abuse and Alcoholism Prevention, Treatment and Rehabilitation
Act of 1970 (P.L. 91-616) as amended, relating to nondiscrimination on
the basis of alcohol abuse or alcoholism; (g) §§523 and 527 of the Public
Health Service Act of 1912 (42 U.S.C. §§290 dd-3 and 290 ee 3), as
amended, relating to confidentiality of alcohol and drug abuse patient
records; (h) Title VIII of the Civil Rights Act of 1968 (42 U.S.C, §§3601 et
seq.), as amended, relating to non-discrimination in the sale, rental or
financing of housing; (i) any other nondiscrimination provisions in the
specific statute(s) under which application for Federal assistance is being
made; (j) the requirements of any other nondiscrimination statute(s) which
may apply to the application; and (k) P.L. 93-348, National Research Act,
regarding the protection of human subjects involved in research,
development, and related activities supported by this award of assistance.

10,  Environmental

Subrecipient shall, as applicable, comply, or has already complied, with
the requirements of Titles Il and 11! of the Uniform Relocation Assistance
and Real Property Acquisition Policies Act of 1970 (P.L. 91-646) which
provide for fair and equitable treatment of persons displaced or whose
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property is acquired as a resuit of Federal or federally-assisted programs.
These requirements apply to all interests in real property acquired for
project purposes regardless of Federal participation in purchases,

Subrecipient shall comply, as applicable, with environmental standards
which may be prescribed pursuant to the following: (a) institution of
environmental quality control measures under the National Environmental
Policy Act of 1969 (P.L. 91-190) and Executive Order (EQ) 11514; (b)
notification of violating facilities pursuant to EO 11738; (c) protection of
wetlands pursuant to EO 11990; (d) evaluation of flood hazards in
floodplains in accordance with EO 11988; (e) assurance of project
consistency with the approved State management program developed
under the Coastal Zone Management Act of 1972 (16 U.S.C. §§1451 et
seq.); (f) conformity of Federal actions to State (Clean Air) Implementation
Plans under Section 176(c) of the Clean Air Act of 1955, as amended

(42 U.S.C, §§7401 et seq.); (g) protection of underground sources of
drinking water under the-Safe Drinking Water Act of 1974, as amended
(P.L. 93-523); (h} protection of endangered species under the Endangered
Species Act of 1973, as amended (P.L. 93205); and (i) Flood Disaster
Protection Act of 1973 §102(a) (P.L. 93-234).

Subrecipient shall, as applicable, comply with the Wild and Scenic Rivers
Act of 1968 (16 U.S.C. §§1271 et seq.) related to protecting components
or potential components of the national wild and scenic rivers system.

Subrecipient shall, as applicable, comply with the Lead-Based Paint
Poisoning Prevention Act (42 U.S.C. §§4801 et seq.} which prohibits the
use of lead-based paint in construction or rehabilitation of residence
structures.

Subrecipient shall, as applicable, comply with the Federal Water Poliution
Control Act (33 U.S.C. §1251 et seq.} which restores and maintains the
chemical, physical and biological integrity of the Nation’s waters.

Subrecipient shall, as applicable, ensure that the facilities under its
ownership, lease or supervision which shall be utilized in the
accomplishment of this project are not listed in the Environmental
Protection Agency’s (EPA) list of Violating Facilities and that it will notify
the Federal Grantor agency of the receipt of any communication from the
Director of the EPA Office of Federal Activities indicating that a facility to
be used in the project is under consideration for listing by the EPA,

By signing this Agreement, Subrecipient ensures that it shalt comply, as
applicabie, with the California Environmental Quality Act (CEQA), Public
Resources Code §21000 et seq.

Subrecipient shall, as applicable, comply with the Energy Policy and
Conservation Act (P.L. 94-163, 89 Stat. 871).
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Subrecipient shall comply, as applicable, with the provision of the Coastal
Barrier Resources Act.(P.L. 97-348) dated October 19, 1982 (16 USC
3501 et. seq.) which prohibits the expenditure of most new Federal funds
within the units of the Coastal Barrier Resources System.

11.  Preservation

Subrecipient shall, as applicable, comply with Section 106 of the National
Historic Preservation Act of 1966, as amended (16 U.S.C. §470),

EQ 11593 (identification and protection of historic properties),-and the
Archaeological and Historic Preservation Act of 1974 (16 U.S.C. §§469a-1
et seq.).

12.  Suspension, Debarment, Ineligibility and Voluntary Exclusion

Subrecipient shall, as applicable, comply with Title 28 C.F.R. Volume 67,
Number 228, regarding Suspension and Debarment, and Subrecipient
shall submit a Certification Regarding Debarment required by Executive
Order 12549 and any amendment thereto and attached hereto as
Exhibit B. Salid Certification shall be submitted to the County of
Los Angeles concurrent with the execution of this Agreement and shall

- certify that neither Subrecipient nor its principals are presently debarred,
suspended, proposed for debarment, declared ineligible or voluntarily
excluded from participation in this transaction by any Federal department
head or agency. Subrecipient shall require that the language of this
Certification be included in the award documents for all sub-award at all
tiers and that all subcontractors shall certify accordingly.

13. Drug-Free Workplace

Subrecipient shall, as applicable, comply with the federal Drug-Free
Workplace Act of 1988, 41 USC §701, Title 28 Code of Federal
Regulations (CFR) Part 67; the California Drug-Free Workplace Act of
1990, CA Gov't Code §§8350-8357, and Subrecipient shall complete the
Certification Regarding Drug-Free Workplace Requirements, attached
hereto as Exhibit C, and incorporated herein by reference. Subrecipient
shall require that the language of this Céttification be included in the
award documents for all sub-award at all tiers and that all subcontractors
shall certify accordingly.

14.  Lobbying Activities

Subrecipient shall, as applicable, comply with 31. U.S.C.1352 and
complete the Disclosure of Lobbying Activities, (OMB 0038-0046),
attached hereto as Exhibit A, and incorporated herein by reference,

16, Miscellaneous

Subrecipient shall, as applicable, comply with the Laboratory Animal
Welfare Act of 1966, as amended (P.L. 89-544, 7 USC §§2131 et seq.).
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B. Statutes and Regulations Applicable To This Particular Grant

Subrecipient shall comply with all applicable requirements of State and Federal
laws, executive orders, regulations, program and administrative requirements,
policies and any other requirements governing this particular grant program.
Subrecipient shall, as applicable, comply with new, amended, or revised laws,
regulations, and/or procedures that apply to the performance of this Agreement.
These requirements include, but are not limited to:

1. Title 28 CFR Part 66; EO 12372; (Financial Management Guide US
Department of Homeland Security Directorates Preparedness January
2006, Financial Guide;, U.S. Department of Homeland Security, Office of
State and Local Government Coordination and Preparedness, Office for
Domestic Preparedness, ODP WMD Training Course Catalogue; and DOJ
Office for Civil Rights.

Standardized Emergency Management System (SEMS) requirements as
stated in the California Emergency Services Act, Government Code
Chapter 7 of Division 1 of Title 2, §8607.1(e) and CCR Title 19,
§§2445-2448.

Provisions of Title 2, 6, 28, 44 CFR applicable to grants and cooperative
agreements, including Part 18, Administrative Review Procedures;

Part 20, Criminal Justice Information Systems; Part 22, Gonfidentiality of
Identifiable Research and Statistical Information; Part 23, Criminal
Inteliigence Systems Operating Policies; Part 30, Intergovernmental
Review of Department of Justice Programs and Activities; Part 35,
Nondiscrimination on the Basis of Disability in State and Local
Government Services; Part 38, Equal Treatment of Faith-based
Organizations; Part 42, Nondiscrimination/Equal Employment
Opportunities Policies and Procedures; Part 61, Procedures for
Implementing the National Environmental Policy Act; Part 63, Floodplain
Management and Wetland Protection Procedures; Part 64, Floodplain
Management and Wetland Protection Procedures; Federal laws or
regulations applicable to Federal Assistance Programs; Part 69, New
Restrictions on Lobbying; Part 70, Uniform Administrative Requirements
for Grants and Cooperative Agreements (including sub-awards) with
Institutions of Higher Learning, Hospitals and other Non-Profit
Organizations; and Part 83, Government-Wide Requirements for a Drug
Free Workplace (grants).

Nondiscrimination requirements of the Omnibus Crime Control and Safe
Streets Act of 1968, as amended, 42 USC 3789(d), or the Juvenile Justice
and Delinquency Prevention Act, or the Victims of Crime Act, as
appropriate; the provisions of the current edition of the Office of Justice
Programs Financial and Administrative Guide for Grants, M7100.1, and all
other applicable Federal laws, orders, circulars, or regulations.
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2. Travel Expenses

Subrecipient as provided herein shall be compensated for Subrecipient's
reasonable travel expenses incurred in the performance of this
Agreement, to include travel and per diem, unless otherwise expressed.
Subrecipient's total travel for in-State and/or out-of-State and per diem
costs shall be included in the contract budget(s). All travel including out-
of-State travel not included in the budget(s) shall not be reimbursed
without prior written authorization from the County of Los Angeles.

Subrecipient’s administrative-related travel and per diem reimbursement
costs shall be reimbursed based on the Subrecipient's policies and
procedures. For programmatic-related travel costs, Subrecipient's
reimbursement rates shall not-exceed the amounts established by the
County of Los Angeles.

3. Noncompliance

Subrecipient understands that failure to comply with any of the above
assurances may result in suspension, termination or reduction of grant
funds, and repayment by the Subrecipient to the County of Los Angeles of
any unauthorized expenditures.

C. Compliance With Grant Requirements

To obtain the grant funds, the State required an authorized representative of
the County of Los Angeles to sign certain promises regarding the way the grant
funds would be spent. These requirements are included in the 2010 Program
Guidance and Application Kit and in the “Grant Assurances”, attached hereto
as Exhibit D. By signing these Grant Assurances and accepting the Program
Guidances, the County of Los Angeles became liable to the State for any funds
that are used in violation of the grant requirements. Subrecipient shall be liable
. o the Grantor for any funds the State determines that Subrecipient used in
violation of these Grant Assurances. Subrecipient shall indemnify and hold
harmless the County of Los Angeles for any sums the State or Federal
government determines Subrecipient used in violation of the Grant Assurances.

§412. Federal, State and Local Taxes

Federal, State and local taxes shall be the responsibility of the Subrecipient as
an independent party and not of the County of Los Angeles and shall be paid
prior to requesting reimbursement. However, these taxes are an allowable
expense under the grant program.

§413. Inventions, Patents and Copyrights

A. Reporting Procedure for Inventions

If any project produces any invention or discovery (Invention) patentable or
otherwise under Title 35 of the U.S. Code, including, without limitation, processes

19
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and business methods made in the course of work under this Agreement, the
Subrecipient shall report the fact and disclose the Invention promptly and fully to
the County of Los Angeles. The County of Los Angeles shall report the fact and
disclose the Invention to the State. Unless there is a prior agreement between
the County of Los Angeles and the State, the State shall determine whether to
seek protection on the Invention. The State shall determine how the rights in the
Invention, including rights under any patent issued thereon, will be allocated and
administered in order to protect the public interest consistent with the policy
(“Policy”) embodied in the Federal Acquisition Regulations System, which is
based on Ch. 18 of title 35 U.S.C. Sections 200 et seq. (Pub. L. 95-517, Pub. L.
98-620, Title 37 CFR Part 401); Presidential Memorandum on Government
Patent Policy to the Heads of the Executive Departiments and Agencies, dated
2/18/1988); and Executive Order 12591, 4/10/87, 52 FR 13414, Title 3 CFR,
1987 Comp., p. 220 (as amended by Executive Order 12618, 12/22/87, 52 FR
48661, Title 3 CFR, 1987 Comp., p. 262). Subrecipient hereby agrees to be
bound by the Policy, and will contractually require its personnel to be bound by
the Policy.

B. Rights to Use Inventions

County of Los Angeles shall have an unencumbered right, and a non-exclusive,
irrevocable, royalty-free license, to use, manufacture, improve upon, and allow
others to do so for all govemment purposes, any Invention developed under this
Agreement.

C. Copyright Policy

1. Unless otherwise provided by the State or the terms of this Agreement,
when copyrightable material (Material) is developed under this Agreement,
the County of Los Angeles, at the County's discretion, may copyright the
Material. If the County of Los Angeles declines to copyright the Material,
the County of Los Angeles shall have an unencumbered right, and a non-
exclusive, irrevocable, royalty-free license, to use, manufacture, improve
upon, and allow others to do so for all government purposes, any Material
developed under this Agreement.

2. The State shall have an unencumbered right, and a non-exclusive,
irrevocable, royalty-free license, to use, manufacture, improve upon, and
allow others to do so for all government purposes, any Material developed
under this Agreement or any Copyright purchased under this Agreement.

3. Subrecipient shall comply with Title 24 CFR 85.34.
D. Rights to Data

The State and the County of Los Angeles shall have unlimited rights or copyright
license to any data first produced or delivered under this Agreement. “Unlimited
rights” means the right to use, disclose, reproduce, prepare derivative works,
distribute copies to the public, and perform and display publicly, or permit others
to do so; as required by Title 48 CFR 27.401. Where the data are not first
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produced under this Agreement or are published copyrighted data with the notice
of 17 U.S.C. Section 401 or 402, the State acquires the data under a copyright
license as set forth. in Title 48 CFR 27.404(f)(2) instead of unlimited rights.

(Title 48 CFR 27.404(a)).

Obligations Binding on Subcontractors

Subrecipient shall require all subcontractors to comply with the obligations of this
section by incorporating the terms of this section into all subcontracts.

Child Support Assignment Orders

Under the terms of this Agreement, Subrecipient shall comply with California
Family Code Section 5230 et seq. as applicable.

Minority, Women, And Other Business Enterprise Outreach Program

It is the policy of the County of Los Angeles to provide Minority Business
Enterprises, Women Business Enterprises and all other business enterprises an
equal opportunity to participate in the performance of all Subrecipient's contracts,
including procurement, construction and personal services. This policy applies to
all of the Subrecipient’s contractors and sub-contractors,

SECTION V
DEFAULTS, SUSPENSION, TERMINATION, AND AMENDMENTS

Defaults

Should either party fail for any reason to comply with the contractual obligations
of this Agreement within the time specified by this Agreement, the non-breaching
party reserves the right to terminate the Agreement, reserving all rights under
State and Federal law.

Amendments

Any changes in the terms of this Agreement, including changes in the services to
be performed by Subrecipient, and any increase or decrease in the amount of
compensation which are agreed to by the Subrecipient and County of

Los Angeles must be incorporated into this Agreement by a written amendment
properly executed and signed by the person authorized to bind the parties
thersto.

21

Grants/BZPP 2010/Subrecipient Agreement/Torrance



51

ATTACHMENT A

Exhibit C
SECTION VI

ENTIRE AGREEMENT

§601. Complete Agreement

This Agreement contains the full and complete Agreement between the two
parties. Neither verbal agreement nor conversation or other communication with
any officer or employee of either party shall affect or modify any of the terms and
conditions of this Agreement.

§602. Number of Pages and Attachments

This Agreement may be executed in two (2) duplicate originals, each of which is
deemed to be an original. This Agreement includes (23) pages and (6) Exhibits
which constitute the entire understanding and agreement of the parties.

T T T Y

22
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IN WITNESS WHEREOF, the Subrecipient and County of Los Angeles have caused

this Agreement to be executed by their duly authorized representatives.

COUNTY OF LOS ANGELES

By s
WILLIAMT
Chief ExecutiVe Officer

By ,MA/&«W

SACHI A. HAMAI

~ Executive Officer, Board of Supervisors

APPROVED AS TO FORM

ANDREA SHERIDAN ORDIN
.County Counsel

Principal Deputy Cou

e N 2 s

///9/4/

Date

N A

- WENDY L. WATANABE
Auditor-Controller

[¢-19-20]t
“FRANK SCOTTO, City Mayor Date
APPROVED AS TO FORM
BY i A A 019~ 2011
JOHN L. FELLOWS I11 Date
#City Attorney
ATTEST
BY _ fe~19-20}1]
SBE- HERBERS, City Clerk Date

Grants/BZPP 2010/Subrecipient Agreement/Torrance
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Certification and Disclosures Regarding Lobbying

Certification Regarding Debarment, Suspension, Ineligibility and
Voluntary Exclusion Lower Tier Covered Transactions and

Certification Regarding Drug-Free Workplace

Grant Assurances

Final Rule: Procedures for Handling Protected Critical Infrastructure
Information

Reimbursement Request Checklist and Form
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DISCLOSURE OF LOBBYING ACTIVITIES

ATTACHMENT A

Exhibit C

. EXHIBIT A

CalENA 2-232
Approved by OMB 03450046

Complets this form fo disclose lobbying acfvities pursuant to 81 US.C. 1352

1, Type of Federal Action:

E a. contract

b. grant
¢, cooperative agreement
oan

b. Initial awal
¢, post-award

e foan guaraniee
{. loan insurance

2. Status of Federal Action:

E)] a, bld/offer/application

3 Repert Type:

E a. inltial 1
b. material change

For Materlal Change Only:

Year Quarter.

date of fast report

4. Name and Address of Reporting Enfity: j_t' of
Torrance, Police Depg. Y

3300 _Civic. Centexr Dr. Torrance CA

Prime ‘ Subawardes

Tier, if known:

Congressional Distdet, /f known:

| & I Reparting Entlly n No. 4 Is Subawardee,

Entor Name and Address of Primes;
County of Los Angeles
Chief Executive Office
500 W. Temple St., Rm, 713
Los Angeles, CA 90012

Congressianal District, if known:

€. Federal Department/Agency:

U.S. Department of Homeland
Security

7. Fedsral Prograin Name/Description;

Buffer Zone Protection Prog
CFDA Number, if spplicabile;

8, Federal Actlon Number, if knowan:

9. Award Amount, if known: S190.,000

| 40, 3. Name and Address of Lobhying Entity
(f Individual, tast name, first riame, Mi):
(attach Continuaien Shesi(s} SF-LLL-A, ¥ necessary)

b. Individials Performing Sarvices
(last nama, first nama, Mi - nclude address If different from 10a)

None.

None,
11, Amoynt of Payment {check all that apply) ¢ ] .
P ] Actual Planned
12, Form of Payment {check all that apply}: '
a_oash f.. .......... PR TETRY e
H ]
[ b o cpecty evemreeend
nature value

13.Type of Fayment'(cbeck all that apply):

BT s. retainer

E] b. one-{ime fee
Eﬂ ¢. commission
d. contingent fos
o, deferrad ' :
@ f. other; specky: X

i, for Pay t

14, Brief Descrlption of Services Performed or to be Performed and Date(s) of Secvice, Including officer(s), employes(s), or
Indicated in item 11; (attach Continuation Shast(s) SFLLLA, Krecessary)

Member(s)

None. . .
i
15, Continuation Sheet(s) SF-LLL-A attached! Yes @no D/ / / !
16. Information requesfed through this form Is authorized by Tilg 31 U.5.C, Secfion 1352, Signature: o
This disciosure of lobbying activliies Is a matsrial representafion of faot upan which Neme:  Lrank Scotto

rellance was placed by the tler above when this transaction was made or entered into.
This disclosure I8 required pursuant io 81 U.S.C, 1352 This Information will be
reported to the Congress semi-annually and will be avallable for public inspaction, Any
I:arson who falls to file {he required disclosuve shall be subject to a civil penalty of not
es

City Mayor

Tie:

Dats: Io TI"?? 201

.Talephom: . 3_1_0__6_1.3.._2,5_.__" 01 |

s than $10,000 end not mere than $100,000 for each such fallurs,
Federal Use Only: .

Authorlzed for Local Reproduction
§tandard Form —~ LLL

Disclosure of Lobbying Aclivities - CalEMA 2-232 (Revised 2/1/2009)
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Continuation of 10 a-b: additional sheets may be added if necessary
Reporting Entity:

ATTACHMENT A

Exhibit C

Approved by OMB  0348-0046

Last Name : First Na_me mi
Address. City Zip
Last Name -+~ First Name Mi
Address . City Zip
Last Name First Name ]
Address City Zip
Last Name ' First Name Mi
Address i City Zip

Continuation of 14: (additional sheets may be added if necessary)
Brief Description of Services and Payments indicated in item 11:

Authorized for Local Reproduction
Standard Form - LLL-A

Disclosure of Lobbying Activities - CalEMA 2-232 (Revised 2/1/2009)
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CalEMA 2-232
Approved by OMB  0348-0046

INSTRUCTIONS FOR COMPLETION OF SF-LLL,
DISCLOSURE OF LOBBYING ACTIVITIES

This disclosure form shall be completed by the reporting entity, whether sub-awardee or prime Federal
reciplent, at the initlation or receipt of a covered Federal action, or a materlal change to & previous filing,
pursuant to Tifle 31 U,S.C. Section 1352. The filing of a form is required for each payment or agreement
to make payment to any lobbying entity for influencing or attempting to influencs an officer or employee
of any agency, a Member of Congress, an officer or employee of Congress, or an employes of a
Member of Gongress in connection with a covered Federal action, Use the SF-LLL-A Continuation
Sheet for additional information if the space on the form Is inadequate. Complete all items that apply for
both the initial filing and materlal change report. Refer to the implementing guldance published by the
Office of Management and Budget for additional information.

1.

Identify the type of covered Federal action for which lobbying activity is and/or has been secured
to influence the outcome of a covered Federal action.

Identify the status of the covered Federal action,

Identify the appropriate classification of this report, If this is a follow-up report caused by a '
material change to the information previously reported, enter the year and quarter in which the
change occurred, Enter the date of the last previously submitted report by this reporting entity

for this covered Federal action,

Enter the full name, address, city, state and zip code of the reporting entity. Include
Congressional District, if known, Check the appropriate classification of the reporting entity that
designates if it is, or expscts to be, a prime or sub-award recipient. Identify the tier of the
subawardee, e.g., the first subawardee of the prime is the 1st ler, Subawards include but are
not limited to subcontracts, subgrants and contract awards under grants.

If the organization filing the report in item 4 checks “Subawardee,” then enter the full name,
address, clfy, state and zip code of the prime Federal recipient, Inciude Congressional District, if
known.

Enter the name of the Federal agency making the award or loan commitment. Include at least
one organizational level below agency name, if known. For example, Department of
Transportation, United States Coast Guard.

Enter the Federal program name or description for the covered Federal action (tem 1), If ‘
known, enter the full Catalog of Federal Domsstic Assistance (CFDA) number for grants,
cooperative agreements, loans, and loan commitments,

Enter the most appropriate Faderal Identifying number avallable for the Federal action identified
in item 1 (e.g., Request for Proposal (RFP) number; Invitation for Bid (IFB) number; sub-grant
announcement number; the contract, subgrant, or loan award number; the application/proposal
control number assigned by the Federal agency). Include prefixes, e.g.,"RFP-DE-90-001."

For a covered Federal action where there has been an award or loan commitment by the
Federal agency, enter the Federal amount of the award/loan scommitment for the prime entity
Identified in item 4 or 6. '

Disclosure of Lobbying Activities - CalEMA 2-232 (Revised 2/1/2009)
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CalEMA 2:232
Approved by OMB  0348-0046

10. (a.) Enter the full name, address, city, state and zip code of the lobbying entity engaged by the
reporting entity identified In item 4 to Influence the covered Federal action.
(b.) Enter the full names of the individual(s) performing services, and include full address if
different from 10 (a), Enter Last Name, First Name, and Middie Initial (Mi).

11. Enter the amount of compénsation pald or reascnably expected to'be paid by the reporting entity
(item 4) to the lobbying entity (item 10). Indicate whether the payment has been made (actual)
or will be made (planned). Check all boxes that apply. ifthis is a material change report, enter
the cumulative amount of payment made or planned to be made.

12. Check the appropriate box(es). Check all boxes that apply. If payment Is made through an in-
kind contribution, specify the nature and value of the In-kind payment.

13. Check the appropriate box(es). Check all boxes that apply. If other, spacify nature.

14. Provide a specific and detailed description of the services that the lobbyist has performed, or will
be expected to perform, and the date(s) of any services rendered. Include all preparatory and
related activity, not just time spent in actual contact with Federal officlals. Identify the Federal
officlal(s) or employee(s) contacted or the officer(s), employee(s), or Member(s) of Congress
that were contacted.

18. Check whether or not a SF-LLL-A Continuation Sheet(s) is aftached.

16. The certifying official shall sign and date the form, print his/her name, title, and telephone
number.

’

Public reporting burden for this collection of information is estimated to average 30 minutes per
response, including time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send
comments regarding the burden estimate or any other aspect of this collection of information,
Including suggestions for reducing this burden, to the Office of Management and Budget,
Paperwork Reduction Project (0348-0046), Washington, D.C. 20503,

Disclosure of Lobbying Activities - CalEMA 2-232 (Revised 2/1/2009)
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. CERTIFICATION REGARDING
DEBARMENT, SUSPENSION, INELIGIBILITY AND VOLUNTARY EXCLUSION
LOWER TIER COVERED TRANSACTIONS

This certification Is required by the regulations implementing Executive Order 12548,
Debarment and Suspension, 24 CFR Par t 24 Section 24,510, Participants’
responsibiiities.

(READ ATTACHED INSTRUCTIONS FOR CERTIFICATION BEFORE
COMPLETING)

1, The prospective reclpient of Federal assistarice funds certifies that neither it
nor its principals are presently debarred, suspsnded, proposed for
debarment, declared insligible, orvoluntanly excluded from pamcipation in
this transaction by any Federal department or agency.

2. Where the prospective reciplent of Federal assistance funds is unable to
cettify to any of the statements in this certification, such prospecllve
pari clpant shall attach an explanation to this proposal C

AGREEMENT NUMBER

City of Torrance

CONTRACTOHIBORROWEH/AGENCY

Frank Scotto, City Mayor
NAME AND TITLE OF AUTHORIZED REPRESENTATIVE

m M J0-19 -20l(

SIGNATURE DATE

ATTACHMENT A

Exhibit C
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_INSTRUCTIONS FOR CERTIFICATION

. By signing and submitting this document, the prospective recipient of Federal assistance
Is providing the certification as set out below.

. The certification in this clause is a material reprasentation of fact upon which reliance
was placed when this transaction was entered into. If it is later determined that he
prospective recipient of Federal assistances funds knowingly rendered an errongous
certification, in addition to othar remedies available to the Federal Government, the
departmant or agency with which this transaction originated may pursue available
remedies, including suspension and/or debarment.

. The prospective recipient of Federal assistance funds shall provide immediate written
notice to the person to which this agreement is entered, if at any time the prospective
recipient of Federal assistance funds leams that its certification was erroneous, when
submitted or has become erroneous by reason of changed circumstances.

. The terms “covered fransaction,” “debarred,” “suspended,” “ineligible,” “fower tier
covered transaction,” “participant,” “person,” “ primary covered transaction,” ‘principal,”

. “proposal,” and “voluntarily exoluded,” as used in this clause, have the meanings set out
in the Definitions and Coverage sections of rules implementing Executive Order 12549,

. " The prospective recipient of Federal assistance funds agrees by submitting this proposai
that, should the proposed coveted transaction be entered into, it shall not knowingly
enter into any lower lier covered transaction with a person who Is debarred, suspended,
declared ineligible, or voluntarily excluded from participation on this covered transaction,
unless authorized by the department or agency with which this transaction originated.

., The prospective recipient of Federal assistance funds further agrees by submitting this
proposal that It will include the clause titled “Certification Regarding Debarment,
Suspension, Insligibility and Voluntary Exclusion Lower Tler Covered Transactions,”
without modification, In all lower tier covered transactions and in all solicitations for lower
tier covered transagtions,

. A pariicipant in a covered transaction may rely upon a certification of & prospective
participant in a lower tier covered transaction, unless it knows that the certification Is
erroneous, A participant may decide the method and frequency by which it determines
the eligibility of its principals. Each participant may, but is not required to, check the List
of Parties Excluded from Procurement or Non Procurement Programs.

. Nothing contained in the foregoing shall be construed to require establishment of &
‘gystem of records in order to render In good faith the certification required by this clause,
The knowledge and information of a participant s not required to exceed that which is
normally possessed by a prudent person in the ordinary course of business dealings.

. Except for transactions authorized under Paragraph 5 of these instructions, if a
participant in a covered transaction knowingly enters into & lower tier covered
transaction with a person who is suspended, debarred, ineligible, or voluntary excluded
form participation in this fransaction, in addition fo other remedies available to the
Federal Government, the department or agency with which this transaction originated
may pursue available remedies, Including suspension and/or debarment, ’
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE ACT REQUIREMENTS

The Contractor certifies that it will provide & drug-free workplace, In accordance with State law and State
Employment Development Departiment (EDD) Directive No, D907 by:

1.

6.

Publishing a statement natifying employees that the unlawiul manufacture, distribution,
dispensing, possession or use of a controlied substance is prohibited In the Contractor's
workplace and specifying the actions that will be taken agalnst employees for violation of
such prohibition.

Establishing a drug-free awareness program to inform employess about:

The dangers of drug abuse In the workplace;

The Contractor's policy of malntaining a drug-free workplace;

Any avallable drug counseling, rehablitation and employee assistance programs; and
The penalties that may be Imposed upan employees for drug 'abuse violations oceurring
in the workplace,

pope

Making it a requirement that each employee fo be engaged In the performance of this
program be given a copy of the statement required by paragraph 1.above,

Notifying the employee In the statement raquired by paragraph 1. that, as a conditien of

employment under this program, the employee will;

a. Ablde by the terms of the statement, and

b, Notify the Contractor of any criminal drug statute convictions for a violation occurring In
the workplace no later than five days after such conviction.

Notlfying the County within ten days after receiving nofice under subparegraph 4.b, from an
employee or otherwlse recsiving aotual notice of such conviction.

Taking one of the following actions, within 80 days of recelving ﬁolloe uﬁder subparagraph ‘

4.b, with respact to any employee who Is g0 convicted by taking appropriate psrsonnet action
agalnst such an employes, up to and including termination,

Making a good faith effort to continus to maintaln a drug-fres workplace through
Implernentation of the provision of this certification,

City of Torrance

CONTRACTOR/AGENCY

Frank Scotto, City Mayor

D TITLE OF AUTHORIZED REPRESENTATIVE

T B TR

SIGNATURE OF AUTHORIZED REPRESENTATIVE

IO—I"?‘?OH

DATE

ATTACHMENT A

Exhibit C_
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EXHIBIT D

OMB Approval No. 0348-0040

ASSURANCES - NON-CONSTRUCTION PROGRAMS

Public reporting burden for thts collection of information Is estimated to average 15 minutes per responss, Including time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of]
information, Send comments regarding the burden estimate or any other aspect of this collection of information, Including suggestions for
reducing this burden, to the Office of Management and Budget, Paperwork Reduction Project (0348-0040), Washington, DC 20503,

PLEASE DO NOT RETURN YOUR COMPLETED FORM TO THE OFFICE OF MANAGEMENT AND BUDGET.
SEND IT TO THE ADDRESS PROVIDED BY THE SPONSORING AGENCY,

NOTE: Certain of these assurances may not be applicable to your project or program. If you have questions, please contact the
awarding agency, Further, gertain Federal awarding agencies may require applicants fo certify to additional assurances. If such

As the duly authorized representative of the applicant, [ certify that the applicant:

1.

is the case, you will be notified.

Has the Iegal authority to apply for Federal assistance
and the institutional, managerial and financlal capability
{including funds sufficient to pay the non-Federal share
of project cost) to ensure proper planning, management
and completion of the project described In this
application, .

Will give the awarding agency, the Comptroller General

of the Unlted States and, if appropriate, the State,
through any authorized representative, access to and
the right to examine all records, books, papers, or
documents related to the award; and will establish a
proper accounting system In accordance with generaily
accepted accounting standards or agency directives,

Wil establish safeguards fo prohiblt employees from
uging their positions for a purpase that constitutes or
presents the appearance of personal or organlzationat
confilet of interest, or perscnal gain,

Will initiate and complete the work within the applicable
{ime frame after receipt of approval of the awarding
agenoy.

WIll comply with the Intergovemmental Personne) Act of
1970 (42 U.S,C. §§4728-4763) relating to prescribed
standards for merit systems for programs funded under
one of the 19 statutes or regulations specified in
Appendix A of OPM's Standards for & Merit System of
Personnel Administration (5 C.F.R. 900, Subpart F),

Will comply with all Federal statutes relating fo
nondiscrimination. These include but are not fimited to:
() Titie VI of the Civil Rights Acl of 1964 (P.L. 88-352)
which prohibits discrimination on the basis of race, color
or nafional origin; (b) Title X of the Education
Amendments of 1872, as amended (20 U.S.C. §§1681-
1683, and 1685-1686), which prohibits discrimination on
the basis of sex; (c) Section 504 of the Rehabilltation

Provious Editlon Usable

Authorlzed for Local Reproduction

Act of 1873, as amended (28 U.S.C. §784), which
prohibits discrimination on the basis of handicaps; (d)
the Age Discrimination Act of 1976, as amended (42
U.S.C. §§6101-6107), which prohibits discrimination
on the basis of age; (8) the Drug Abuse Office and
Treatment Act of 1972 (P.L, 92-265), as amended,
relating to nondiscrimination on the basls of drug
abuse; (f) the Comprehensive Alcohol Abuse and
Alcohollsm Prevention, Treatment and Rehabilitation
Act of 1970 (P.L. 91-616), as amended, relating to
nondiscrimination on the basls of alcohol abuse or
alcohiolism; (g) §8523 and 527 of the Public Health
Service Act of 1912 (42 U.S.C. §§290 dd-3 and 290 ee-
3), as amended, relating to confidentiality of alcohol
and drug abuse patient records; (h) Title VI of the
Civil Rights Act of 1968 (42 U.8.C. §§3601 et seq.), as
amended, relating to nondiscrimination In the sale,
rental or financing of housing; () any other
nondiscrimination provisions in the specific statute(s)
under which application for Federal asslstance Is being
made! and, () the requirements of any other
nondiscrimination statute(s) which may apply to the
application,

Will comply, or has already complied, with the
requirements of Tiles N and Mt of the Uniform
Relocation Asslstance and Real Property Acquisition
Policles Act of 1970 (P.L. 91-646) which provide for
falr and equitable treatment of persons displaced or
whose property Is acquired as a result of Federal or
federally-assisted programs. These requirements apply
to ell Interests In real property acquired for project
purposes regardless of Federal participation In
purchases.

Wil comply, as applicable, with provisions of the
Hateh Act {6 U.S.C. §§1601-1508 and 7324-7328)
which imit the political activities of employees whose
principal employment activities are funded in whole or

.in part with Federal funds.

Standard Form 4248 (Rev, T97)
Prescribed by OMB Clroufar A<102
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8, Will comply, as applicable, with tha provislons of the Davis- 12. Wil comply with the Wild and Scanie Rivers Adt of
Bacon Act (40 U.S.C. §§276a to 2764-7), the Copeland Act - 1988 (16 U.S.C. §§1271 et seq.) refated to protecting
{40 U.S.C. §276¢ and 18 U.S.C. §674), and the Confract components or potsntial components of the natlonal
Work Howrs and Sefety. Standards Act {40 U.S.C. §§327- wild and scenlc rivers system.
333), regarding labor standards for federally-sssisted
construstion subagreements, 13, WIll asstst the awarding agency In assuring compllance
. . with Section 106 of the Nations! Hislorde Preservation
10, Wil comply, If applicable, with flood Insuranca purchase Act of 1966, as amended (16 U.8.C. §470), EO 11603
requirements of Section 102(s) of the Flood Disastar (identification end protection of historio properiles), and
Protection Act of 1973 (P.L. 83-234) which requlres the Archaeologicsl end Historio Presarvation Act of
veciplants in a speclal flood hazard grea 1o participate in the 1974 (18 U.5.C. §§469a-1 et seq.).
program and fo purchase flood Insurance If the total cost of .
Insurable construction and acquisiion is $10,000 or mer, 14, Will comply with P.L, 93-348 regarding the protsction of
human subjedis lavolved In research, development, and
11, Wil comply with environmental standards which may be related acllvities supported by this award of aselstance.
prescribed pursuant to the following: (e) Institution of '
environmental quality control measures under the National 15, Will comply With the Laboratory Anlmal Welfare Act of
Environmental Pollcy Act of 1969 (P.. 91-190) and 1966 (P, 89-544, as emended, 7 U.5.C.. §§2131 et
Executive Order (E0) 11514; (b) notfication of violating seq.) pertaining to the care, handiing, and treatment of
facilities pursuant to EQ 11738; (o) proteotion of wetiands warm blooded antmals held far research, teaching, or
pursuant to EQ 11990; (d) evaluation of flood hazands In other acfivities supported by this award of assistance.
fioodplalns In accordance with EO 11988; (8) assurancs of
project conslstency with the approved Stats management 16. Wil comply with the Leed-Based Paint Polsoning
program developed under the Coastal Zone Management Prevention Act (42 U.S.C, §§4801 et seq) which
Act of 1972 (16 U.8.C, §§1451 et req.); (f) conformity of prohibits the use of iead-based paint In construction or
Faderal actions ta State (Clean Alr) Implementation Plans fehebllitation of rasidence structures.
under Section 176(c) of the Clean Alr Act of 195§, as
amended {42 U,5.C. §57401 et seq.); () protection of 17. WK cause to be performad the required financlal and
underground saurces of drinking water under the Safe compliance audits In sccordance with the Single Audit
Drinking Waler Act of 1974, as amended {P.L, 93-528); Act Amendments of 1896 and OMB Clrcular No. A-133,
and, (h) protection of endangercd spocies under the *Audits of States, Local Governments, and Non-Profit
Endangered Spacies Act of 1973, as amanded (P.L. 93- Organizations.*
208). .
b 18. Wil comply with all appiicable requirements of all other
Federal laws, executive orders, regulalions, end policles
goveming this program, '
SIGNATURE OF AUTHO CERTIFYING OFFICIAL TITLE
City Mayor
APPLICANT ORGANIZATION DATE SUBMITTED
City of Torrance [e~[g-201(

Standard Form 4248 (Rev, 7.97) Bask
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DEPARTMENT OF HOMELAND (3} Certification Statoment Freedom of Information Act, 5 U.S.C,
SEcﬁﬁmE " (s} Submission to the Program 652 (FOIA), and other laws, rules, and
B, Acknowledgment of Receipt, Validation, Processes.
Office of the Secretary and Marklgs: s"fcg;":‘,ﬁﬁ In responding to comments and
' o Mg o rreeden afting thls final rule, DHS has been
§ CFR Part29 careful to further the purposes of the
(3} Acknowlsdgement . !
RIN 1601-AAT4 {4) Daterminations of Non-Protected Status  Frotected Critica] Infrastructure
{5) Changes from Protected ta Non- Information (PCII) Program as an
Procedures for Handling Critical Protected Status effective anti-terrorism taol while also
Infrastructure information G. Sefaguarding of PCIL: Section 29.7 carefully observing its limitations. For

AGENCY: Office of the Secretary, DHS.
ACTION: Final rule.

SUMMARY: This final rule amends the
February 2004 Interim Rule astablishing
uniform procedures to implement the
Critical Infrastructure Information Act
of 2002. These Jxocedures govern the
receipt, validation, handling, storage,
marking, and use of critical
infrastructure informstion voluntarily
submitted to the Department of
Homeland Security. The procedures ara
applicable to all Federal, State, local,
and tribal government agencies and
conftractors thet have access to, handle,
use, or store critical infrastructure
information that enjays protection
under the Critical Infrastructure
Information Act of 2002,

DATES: Effectiva Date; This final rule is
effective September 1, 2006,

FOR FURTHER INFORMATION CONTAGT:
Laura Kimberly, Directorate for .
Preparedness (202) 360-3023, not a toll-
free call.

SUPPLEMENTARY INFORMATION:

Teble of Contents

L Introduction
It Major 1ssues in the February 2004 Interim
Rule

A. Indirect Submiesions of PCII

B, Definitional Issues Affecting Qualifying
Information

(1) In the public domain

(2) Voluntary or voluntarily

C. Protected and Non-Protected
Informstion

(1) Portion Marking

(2] Definition of PCI

(3) Source of the Information

{4) Interplay of Sections 214(a}(1)(C) and
214(c) of the CH Act

{5) Good Faith Subwmission of CIT

(6) Communications with the Submitting
Person or Entity

D, Loss of Psotected Status

E. Shering of PCII with Foreign
Governments

F, Bmergsncy Disclosuxe of PCI

0. Other Changes to the Rule by Section

A. Purpose and Scope: Section 26,1

8B, Definitions: Section 20.2

C. Effect of the Provisions: Section 28.3

D. PCIf Program Administration: Section
29.4

E. Re.q‘niremams for Protection: Section
29.5

t ox the Inft

(2) Oral Statements

H. Disclosure of PCIL: Sectlon 20.8
1. Investigation and Reparting of Violstion
of PCI Procedures; Section 28,8
V. Revisjon of Part 28
V. Cons!deration of Various Laws and
Executive Orders
A. Administrative Procedure Act
B. Bxacutive Order 12668 Assessment
C. Regulatory Flexibility Act -
D, Unfunded Mandates Reform Act of 19956
B, Small Business Regulatory Enfarcement
Act 0f 1986
F, Executive Order 13132—Faderalism
G. Executive Order 12088-~Civil Justica
Reform
H. Paperwork Reduction Act of 1935
L Environmental Analysis

PART 29—~PROYECTED CRITICAL
INFRASTRUCTURE INFORMATION

Table of Abbreviations
In this document, the followin,
sbbreviations are commonly used:
APA-~Administrative Procadure Act
Cll~Critical Infrestructure Information
CII Act—Critical Infrastructure Information
Act of 2002
DHS—Dapertment of Homeland Sscurity
FOIA—Freedom of Information Act
HSA—Homeland Securlty Act of 2002
I5AQ—Information Sharing and Analysis
Qrganization
NPRM--Notice of Proposed Rulemaking
PCH—Protectad Critical Infrastructure
Information
PCIMS—Protected Critical Infrastructure
Information Management System

I. Introduction

The Critical Infrestructure
Information Act of 2002 (CIf Act)3 isa
crucial tool in facilitaﬂng the
Department of Homelend Security’s
(DHS]) analysis of infrastruchre
vulnerebility end related information for
planning, prepareduess, warnings and
other purposes. The CII Act engbles
DHS to collaborate effectively to protect
America’s critical infrastructure, eighty-
five percent of which is in the private
sector's hands. The ClI Act authorized
DHS 10 accept information relating to
eritical infrestructure from the public,
owners and operators of crmcaF
infrastructure, and State, local, and
tribal governmental entities, while
limiting public disclosure of that
sensitive information under the

YHamelend Security Act of 2002 (HSA) Pub, L,

108275, U1, IL, subtit, B, sec, 211,116 Stat, 2135,
2150 {Nov, 25, 2002) (8 U.5.C. 131134},

the PCII Program to be successful, DHS
believes that the rule must be as clear
and ceitain a3 possible, yet flexible to
respond to changing conditions, Among
other measurss, this final rule:

» Clarifies that a submittal validated
as PCH will not thersafter lose its
protected status except under a very
narrow set of circunastances (section
28.6(g))i

» Requires that PCE will be shared
only for the Homeland Security
puwrposes specified In the statute and in
no event for other vollateral regulatory
purposes (section 29.3(b));

s Provides the PCII Program Manager
with the flexibility to designate certain
types of infrastructure information as
presumptively valid PCIl in order to
accelerate the validation process and
provide greater certainty to potential
submitters (section 29.6();

¢ Pravides that submissions not
validated as PCIf be returned to the
submitter or destroyed (section
20.6(e)(2)(1H));

+ Provides for submission of CIl for
pratection through DHS field
representatives (section 29,5(a)(1));

+ ldentifles procedures for indirect
submissions fo DHS through other
Federal agencies (sections 29.1(f),
29.5(a)(1), 29.6(b), (d)); and

¢ Simplifies the information
submisslon process (section 29,6),

On April 15, 2003, DHS published & :
notice of proposed rulemaeking (NPRM)
regarding the establishment o?ths Pl
Program. 68 FR 18528 (Apr, 15, 2003).
Written comments were accepted
through June 16, 2003, DHS received
117 sets of comments,

DHS subsequently published an
intorim rule on Februsry 20, 2004 at 69
FR 8074, In the February 2004 Interim
Rule, DHS responded to the public .
comments received in response to the i
initial NPRM and invited addltioual i
public comments, DHS received 92 sets
of responsive comments from various
entities, including trads organizations
writing on bebalf of their merbership,
private sector and public interest
entities, one State government agenay,
and individual commenters, The
comments may be reviewed at http://
www.dhs.gov/dhspublic/interapp/
editorial/editorial_0438.xml, s
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II. Major Issues in the February 2004
Interim Rule

DHS has resolved several major issues
raised in public comments on the
February 2004 Interim Rule. The
following sections identify specific
issues raised by commenters and
describe how these issues have been
resolved,

A, Indirect Submissions of PCII

The preamble to the February 2004
Interim Rule discussed “indirect
submission’ of CII. Section 29,2 of the
NPRM? defined “gubmission of CII to
DHS," to include “either directly or
indirectly via another Federal agency,
which, upon recelpt of the GII will
forward it to DHS." I section 29.5(b)(1),
the proposed rule provided that CIf
would receive the protections of the CIL
Act only when the information was
submitted either “divectly to the IAIP
{Preparedness] Directorate or indirectly
to the DHS IAIP Directorate by
submitting it to any Federal agency
which then * * * forwards the
information to the DHS IAIP
Directorate,” Other provisions of the
proposed rule specifically required
submittals to be made to the PCII
Program Menager, either directly or
indirectly,

DHS responded to the public
comments on Indirect submission
received in the February 2004 Interim
Final Rule. The preambla stated that, in
light of substantial congern about
allowing indirect submissions, DHS had
removed references-to indirect
submisstons from the rule and made
clear that submissions must be made to
the PCII Program Manager or the PCI
Program Manager's desiguees, At the
samme time, DHS noted that it had
received comments voicing support for
indirect submissions, These comments
favored the NPRM original intent,
which was to factlitate information
gharing with the Federal government
through establisbed relationships
between owners of the nation's critical
infrastructure and those Federal
agencies that are sector leaders for
particular infrastracture, Accordingly,
after the PCI Program had become
operational, and pending further
analysis, the final rule might allow for
indirect submissions. The February
2004 Interim Rule invited additional
public comment,

Twenty additional sets of comments
on this subject were recelved. Nine
commenters opposed allowing indirect

3 Por ease of reforance, all references in this Snal
sule to sections or paragraphs without full cltation
refar to soctions and paragrsphs of p lgated 6

- CFR part 24,

submissions, citing such considerations
as tha restrictions imposed on the use of
PCI, concerns about the protection of
submitted CII within agencies other
then DHS, the potential for confusion as
to what other agencies may do with
informetion in their possession, and the
risk of an appearance that PCIl had been
misused. Six other commenters
considered Indirect submissions

‘problematic and believed that

permitting such submissions would
require additional clarification ora
system of checks and balsnces. On the
other hand, five organizations warned
that not ellowing indirect submissions
would run contrary to their normel
information flow with Federel agencies
other than DHS,

Upon considering these comments,
DHS has concluded that certain Federal
personnel outside the Program
Manager's Office at DHS (“Program
Office”), including certain DHS field
representatives and certain personnel in
other federal agencies, should be
permitted to receive and forward CII to
the Program Manager, but that (absent a
categorical inclusion, discussed below
at section ILF.) only the PCO Pro;mm
Offica within DHS will be authorized to
meke the decision as to whether to
validate a submission as PCH, The PCI
Program Manager will authorize
personnel in Federal governmental
entitfes other than the PCIl Program
Offica to accept a submission on behalf
of the Program Office, but only when
such personne] are trained to ensure
compliance with the requiremants of
this finel rule. The PCI Program
Manager will normally teke this step
only whan the particular governmental
entity: (1) Has appointed a PCII Officer;
(2) has the necessary staff, who are
trained in PCI procedures; (3) bas
implemented messures to comply with
this final rule; end (4) hes agreed that
the PCI Program Office may et any time
verify that agency's compliance with the
Fina! Rule and other program
requirements. See section 20,5, Note
that this final rule does not restrict the
authority of the Secretary or the PCI

‘Program Manager to designate officials

ta receive CII or take other actions in
exigent circurastances,

B, Definitional Issues Affecting
Qualifying Information

According to section 214(a)(1) of the
CIl Act (8 U'S.C. 138(s)(1)), “critical
infrastructure jnformation” that is
“voluntarily submitted” te a “covered
Foders! agency” [i.e., DHS) for its use
for the spectfied purposss, when
accornpanied by an “‘express
statement,” qualifies for CIl Act
protections, Section 212(3) of the CII

Act (6 U.S,C. 131(3)) defines “critical
infrastructurs information" to mean, in
pertinent part, “information not
customarily {u the public domain,” and
saction 212(7) of the CIl Act (6 U.S.C.
131(7)) defines “voluntary.” In the final
rule, changes have been mads to two
definitions that are relevant to these
statutory provisions, end corollery
definitions have been added.

(1) In the Public Domain

In the preamble to the February 2004
Interim Rule, DHS declined to interpret
further the meaning of “information not
customarily in the public domain."
Three commenters on the Fabruary 2004
Interim Rule urged that this phrese be
defined, In regponse, in section 29.2(d),
DHS has defined “in the public
domain™ in part as “information
lawfully, properly and ragulerly
disclosed generally or broadly to the
public.” This definition draws in part
on section 214(c) of the G Act (6 U,S.C,
133(c)), which stipulates that nothing in
section 214 constraing the collection of
critical nfrastracture information
“including any information lawfully

and properly disclosed generally or
broadly to the public * * *,” The new
definition er identifies certain

types of information that are considered
nat to be in the public domain—
specifically, “Information regarding
systems, facilities, or operational
security, or that is proprietery, business
sensitive, or which might be used to
identify a submitting person or entity."

(2) Voluntary or Voluntarily

The definition of “voluntary” in
sgction 29.2 of this rule implements
section 212(7)(A) of the CIT Act (8 U,5.C,
181(7)}(A)), which provides that a
submittal of CIl {5 not “voluntary” {f
such information is provided pursuant
to the exercise of legal authority by DHS
(the “covered agency”) to compsl access
to or submission of the information,
Four cornmenters argued for a broader
disqualification of information
submitted to other Federal agencies
pursuant to such agencies’ exercise of
their legal authority, The language of
sections 212(2) and 212(7}(A) of the Gl
Act (6 U.8.C. 131(2) and 181(7XA)) do
not support such e reading end DHS has
not adopted it.

Wheaer information provided to the
PCII Program manager is “voluntarily
submitted” is to be determined at the
time CII is submitted. The terms
“submitted” and “relied upon" In
saction 212(7)(B)(if} {6 U.S.C.
131(7)(B)(ii}) are both retrospective in
nature, Both employ the past tense and
both apply to actions before the date
that information is submitted to the PCII
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Program Manager, As discussed below
in section III, the provision in section
29.8(f) of the February 2004 Interim
Rule allowing a changs of gtatus from
“Protected" to “non-Protected’’ based
on a subsequent requirement that the
information be submitted to DHS hes
been eliminated. This does not mean
that DHS could not obtain related CII
available under other DHS legal
authority later in time, It does mean,
however, that the specific documents
voluntarily submitted as PCO will not be
publicly released. See section 214/(c) of
the CI Act (6 U.S.C. 133;;:2.

Section 212(7)(B)(3) of the CII Act (8
U.S.C. 131(7)(B)(1)), excludes from the
deflnition of “voluntary,” information
or staternents “submitted or relied upon
as a basis for making licensing or
permitting determinations, or during
regulatory proceedings.” Neither the
term “licensing or permitting
determinations” nar "tegulatol%
proceedings” 1s defined in the CII Act,
and the CII Act does not state explicitly
to whom the information or statements
must have been submitted or which
agency relied upon them, One
commenter urged greater precision in
the definition of “voluntary,” and many
commeunters expressed concern over the
potential impact of the PCI Program {n
a "r;a?ulatory" context,

DHS agrees that the terms should be
defined with greater precision. It is cleer
throughout the statute that the terms
“yoluntary" and “voluntarily"” refar
only to submigsions intended to reach
DHS. See saction 212(2) of the CIT Act
(8 U.S.C. 131(2)) (“‘covered Federal
Agency' means the Department of
Homeland Security); sections 212(7){A),
and 214(a)(1) of the CIl Act (6 U.S.C.
181(7)(A), 133(a)(1)). Section
212(7)(B){il) of the CII Act (6 U.S.C,
131(7)(B)(i1)), incorporates the concept
of “voluntary submissions,” which, by
its definition, involves only submission
to DHS. Subsection 212{7)(b){ii) limits
only the scope of & voluntery
submissfon to DHS. Thus, it is
reasonable and appropriats to interpret
the terms “licensing or permitting
determinations” and “regulatory
proceedings” in section 212(7)B)(ii) as
referring to such activities withiu DHS
and DHS bas done so. This is fully
consistent with other provisions of the
CII Act {(sections 212{(c) and 212(d)).
Any broader interpretation would be
{ncousistent with Congress’ %urpose in
creating the Act and impossible to
administer effectively. Indead, it is
difficult to imagine how DHS could
feasibly determine if and when any
“information or statements” in CIl had
been previously submitted to or relied
upon by any Federal agency other than

DHS or any State, local or tribal entity
in any public or private proceeding
throughout times,

Further, the definition has besn
altered to reflect that submissions may
be accepted from & “‘single state or logal
goveraruental entity; or a private entity
or person;,or by an ISAQ acting on
behalf of its members or otherwise” to
addraes confusion expressed by
potential submitters based on
unnecesaarily narrow constructions of
the definition of 2 submitter,

C. Protected and Non-Protected
Information

Several issues have arisen as to what
portions or aspects of submitted .-
information should enjoy the
protections of the CII Act, and under
which circumstances information
should enjoy protection.,

{1) Portion Marking

The prearuble to the February 2004
Inteyim Rule reported that although six
public comments advocated a
requirement for marking those portions
of submitted information that are
entitled to protection under the ClI Act,
DHS had concluded that “portion
marking” should not be required. One
commenter on the February 2004
Interim Rule contested this position.
DHS has considered thess comments
but bas not altered its conclusion.
Accordingly, no portion merking will be
required.

(2) Definition of PCII

‘The CII Act defines CII in section
212(3) (6 U.S.C. 131(3)). DHS believes
that any information, statements or
other material reasonably necessary to
explain the CII, put the ClI {n context,
or describe the importance or vse of the
CII are appropriately within the scope of
the protections intended by the CII Act,
Accordingly, the definition of
“Protected Criticel Infrastructure
Iufosmation,” or “PCI]," in section
20.2(g) has been modified to reflect this
clarification,

(3) Source of the Information

The deflnition of “Protected Critical
Infrastructure Information,” or “PCI” in
section 29.2 of the February 2004
Taterim Rule provides that the “ideatity
of the submitting person or entity”
enjoys the protections of the CIf Act in
parity with the information submitted.
Two comments expressed concern about
the “ancnymity" of those on whose
behelf an Information Sharing and
Anslysis Orgenization (ISAO) might
submit CIl DHS recognizes that
information may be submitted on behalf
of others by an ISAQ or trade

asgociation, DHS agrees and sectfon 28,2
has been amended ta cl that the
Act's protections extend to the identities
of those persous or entities on whose
behalf the information was submittad
and to any other information that could
be used to discover such identities.
Section 29.8(e), relating to disclosure of
information to appropriate eatities or to
the general public, bas been conformed.

(4) Interplay of Sections 214(a)(1)(C) and
214{c) of the CIl Act

Questions have also arisen regarding
the meaning of section 214(a)(1}{C) of
the CII Act (6 U.S.C, 133(a)(1)(C)): PCIT
“ghall not, without written consent of
the person or entity submitting such
information, be used divectly * * *in
any civil litigation  * * {f such
information is submitted [to DHS] in
good faith.” The issue is whether
information in the hands of submitters
will, by virtue of voluntary submission
to DHS under this provision, be
unavatlable for use In civil litigation.
When CIT is submitted and validasted for
protection under the Act, the
Information and documents provided,
and drafts and copies thereof retained
by the submitter{s) or person working
with the submitter(s), as well as any
discussions with DHS regarding the CII,
shall be considered PCII and cennot be
the subject of civil discovery or other
direct use in any civil itigation without
the submitter's consent. DHS interprets
the statutory phrase “any civil action”
in section 214{a)(1)(C) of the CII Act to
include civil migaﬁun in any form op
forum whether the United States is or is
not a party, DHS disagrees with the
notion, suggusted by some, that the.
statutory language would permit civil
discovery of suci information while
prohibiting its use as evidence at trial,
This dichotomy makes little sense,
“Discovery” of the information in a civil
action, with all it entalls, is n fact
“direct” use of the information. The Act
is structured to spur owners of CII and
othess to evaluats end share CII
vulnerabilities and other sensttive
information with the Department.
Cresting a civil discovery loophole to
the protections of the Act would impede
such cooperation and be fundamentally
inconsistent with the language and
purposes of the Act.

1t 1a also important to focus on saction
214(c) of the CI Act (6 U.S.C, 133(0)).
That provision indicates that the Act
shall not “be construed to limit or
otherwise affect the ability of a State,
local, or Federal government entity [or
private litigant] * * ¢ to obtain eritical
infrastructure information in a ;menner
not covered by” section 214(a) (8 U.S.C,
133(a)). While PCII, including the
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opinions, evaluations, conclusions or
analyses that were submitted, may mot
be used directly in civil litigation,
independently existing factual
information o%tained independently by
a civil litigant from sources other than
the PCII can present a different question
under section 214(c).

(5) Good Faith. Submission of ClI

Section 29.2(n) was inserted in
response to a commenter's request for a
definition of “good faith.” This new
section provides that any information

that could be reasonably considered Cl |

information, es defined in the
regulations, is submitted in good faith,
The subsequent validation of such
information as PCII by the PCII Program
Office, or the inclusion of such
information in a category of pre-
valtdated information, definitivel;
establishes the submission as having
been made in good faith.

{6) Communications With the
Submitting Person or Entity

Another matter that the February 2004
Interim Rule did not address is
communications of the PCII Program
Office, or of other euthorized reciplents
of PCII, with the submitting person or
entity about the submittal or the
submitted information, Part of the
gu ose of the CII Act is 1o encourege

and open discussion with DHS
regarding CII. It would defeat the
purpose of the Act to declare such
exchanges as outside the context of PCIL
Certain communications are specifically
intended to perform the functions
enumerated in sections 29,6(d), (e)(2)
and (f), 29.8(e), and 20.9(c), or to inquire
whether the submitting person or entity
consents to disclosures of the submitted
information. C 05 to sections 29.8(c)
and 29,8(d)(2), and now seotion
29.8((1)(1)(8) fill the void b?'
authorizing the disclosuve of PCH by
Federal government officers, employees,
and contractors, as well as State, locel,
and tribal governmenta] entitles in order
to facilitate communications with &
submitting person or an authorized
person on behalf of a submitting entity,
about a CII submission by that person or
ontity.
D, Loss of Protected Status

Section 26.6(f) of the February 2004
Interim Rule responded to comments by
providing for changes from *Protected”
to “non-Protected” status when the
submitting person or entity requested
the change in writing, or when the PCTL
Program Manager or hus or her designee
determined that “the information was
custamarily in the public domain, is
publicly available through legal means,

or is required to be submitted to DHS by’
Federal law or regulstion.” Two
commenters sought clarification of or 8
change to this section.

‘Two of these criteria allowing a loss
of protected status have been removed
by this final rule, First, the test that
would allow & loss of protacted status
becsuse the submitted information “is
publicly available through legal means"
hag been deleted because the CII Act
does not provide for a change in status
on this ground, Secand, as noted above
in the discussion of the definition of
“voluntary or voluntarily,” the test that
would allow a loss of protected status
because the submitted information “is
required to be submitted to DHS by
Federal law or regulation” has been
eliminated, This change has been mads
becauss the definitional exclusion in
section 212(7)(A) of the CIl Act (6 U.S.C.
131(7)(A)), and the section 28.2
definition of “voluntary or voluntarily”
refers expressly to the time of submittal
and is thus retrospective only. This does
not, of course, prevent DHS from using
current or future guthorlty to mandate
submission of any information.
However, prior voluntary submiesions
under the CII Act may only be utilized
in accordance with the Act's provisions.

E, Sharing of PCIT With Foreign
Gavernments

Ten commenters expressed concerns
about the February 2004 Interim Rule's
provision on “Disclosure to foreign
governments" in section 29,8(j), Some
pointed to an ambiguity as to whether
this subsection was intended to allow
the sharing of PCII with foreign
goverments, without the consent of the
submitting person or entity, to an extent
greater than would result from the
issuance of advisories, alerts and
warnings under section 214{g) of the CII
Act, Commenters argued that if that was
the intent, it way unauthorized by the
ClI Act.

DHS envisions situations in which
international cooperation is required to
comubat terrorism, end PCIL may form
part of 8 warning to a foreign
governmental entity. In these cases,
appropriate cooperation may be
accomplished as a warning under
section 214(g) of the CIl Act.
Accordingly, former section 29,8(j) is
unnecessary and has been omitted.

F, Emeigency Disclosure of PCII

One commenter noted thet exceptions
should be drafted into the fnal rule that
allow for the disclosure of specific
information when there is an emergency
that threatens widespread injury or loss
of 1ife, and that such disclosure must
uot be contingent on the prior written

consent of the submitter. In response to
this comment, DHS hes modified
soction 29,8(e) to permit the use of PCIT
in advisories, alerts, and warnings
without the consent of the submitting
person or entity, but prior to doing so,
DHS must "“take appropriate actions to
protect * * ¥ information that is
proprietary, business seusltive, relates
specifically to the submitting person or
entity, or is otherwise not appropriately
in the public domain” {section 214(g) of
the CII Act (6 U.S.C. 133(g))).

L, Other Changes to the Rule by
Section

A. Purpose and Scope: Section 29.1

The February 2004 Interim Rule .
gmvided that warnings could be issued
y DHS that were predicated upon CIl

submisstons provided that the
“identity” of the submitter was
protected and the disclosure did not
vesult in the public dissemination of the
submitter’s business proprietsry/
sensitive informaton (i.e., informetion
that is not “customarily available” in
the public domain). The requirement to
grotact the “identity” of the disclosure
a5 been broadensd to protect the
“gource” of information, as well as
information that might be used to
identify the submitting person or ontity.
This broader formulation tracks the
languag; in ssction 214(g)(1) of the Clf
Act (6 U.S.C. 183(g)(2)). It also
recognizes that there may be instances
in which PCI {3 provided to DHS by an
ISAQ or trade assoclation. In such &
case, confldentiality should extend to
both the submitter of the information
(the ISAO or trade association) and to
the individual that provided the CIl to
the ISAQ for submission, This has
become particularly important with the
development of collaboration with
industry-wide working groups and
ISAQs, The phrase "otsherwisa not
appropriately in ﬂlmxblic domein”
was drewn from section 214(g)(2) of the
CIt Act (6 U.S.C. 133(g)(2)), and replaces
“customarily available.” This change is
intended to conform the language in this
final rule to the statute and to be more
protective of an owner or operator's
proprietary or business confidential
information, Then relovant portions of
the revised definition of “in the public
domsin” in section 29.2, discussed in
detall in section Il above, has been

. added to this sectian,

With respect to the “Scops” of the
PCII rule set forth in section 29.1(b), five
commenters asked for clarification of
the fntarrelationshlp between the
gzcsdurea estab]isﬁed this rule and

requirements for the handling of
other types of homeland security
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finformation, such as Sensitive Security Protected Critical Infrastructure other regulatory purposes, The PC

Information (SSI). This rule covers CII
voluntarily submitted to DHS when
accompanied by the statutery express
statement. While other Pederal agencies
are not required to participate in the
PCI Program, those that do desire to
participate must first undergo
appropriate training programs end take
necessary steps to adhere to the statute
and these regulations to enable the
owners of the information to receive the
full protections for their CII provided for
in the CIl Act, When information that is
voluntarily submitted to the Federal
government meets the definition of SSI
in 49 CFR part 1520 and is also
designated as CI by the PCII Program
Office, it will be marked end protected
in accordance with these procedurss as
PCI, but can also en{oy SS! protection,
To provide greater clarity, howsver,
section 28.1(b) has been revised and
simplified to reflect that these rules
apply to anyone authorized to handle,
use, or stors PCII or that otherwise
receives PCIL

B. Definitions: Section 29.2

Five commenters addressed one or
more definitional questions. The
comments suggested changes to defined
terms and also noted that some
important terms were not defined at all,

Crifical Infrastructure and Critical
Infrostructure Information, Several
comments asked for a more explicit
definition of these terms, The terms are
defined in statutory language and no
changes were made. For clarity, the
statutory references on which section 2
of the Homeland Security Act of 2002 (6
U.,S.C, 101), was based have been
included.

Protscted Critical Infrastructure
Infarmation Pro, , or PCII Program,
The previously defined term *'Critical
Infrastructurs Information Program" has
been replaced with the more descriptive
term "“Protected Critical Infrastructure
Information Program,” or “PCI

gram.”

Information Sharing and Analysis
Organization, or ISAQ, Two comments
concerning the anonymity of those on
whosa behalf a0 ISAO might submit axe
discussed in section II.C.(2) above. An
additional comment specifically asked
for clarification that ISAOs have the
caﬁabllity to make CII submissions on
behalf of their sector participants, That
comment does not require & ch
the definition, The definition of the
terms “voluntery or voluntarily” and
*“Protected Critical Infrastructure
Information,” discussed below, make
clear that ISAQs may submit CIl on
behalf of members,

in

Information, or PCIL. This definition has
been changed to make cleax that the
identities of both the orlginal providers
and subsequent submitters of
information are included withia PCII
when an ISAQ or trade associétion has
submitted the CII for validation as PCII,
‘The definition was aleo expanded to
fnclude any information that is
necessary to explain or provide context
for the PCII, In response to a comment,
the last sentsncs of the definition in the
February 2004 Interim Rule has been
moved to section 29.6(b) because [t
contained a policy statement rather than
an element of a definition.

Purpases of the CI Act, This term,
which conforms with the usage at 8 CFR
29.5(a), is more apt than the previously
defined “'purpose of CIL"

The Items ‘In the ubb'c‘ gamain."
"RG atmypmcee fng." + tata,"
"Suiumi&ed in good faith" and
“Voluntary or voluntarily’* are
discussed in detail in Section I

C, Effect of the Provisions: Sectlon 29,3

Several commentsrs expressed
concern that PCII could be used for
purposes other than securing critical
infrastructure, such as regulating
workplacs safety ar monitoring
compliance with environmental laws.
Congress was very clear on this point in
the CII Act, specifying a very narrow
range of appropriate uses for PCIL
Information in the FCII submission may
be employed * * * regarding the
security of criticel infrastructure and

rotected systems, analysis, warning,
interdependency study, recovery or
reconstitation or other {nformation

urpose * * * Section 214(a)(1) of the

Act (6 U.8.C, 133(a)(1)). Indeed, the

statute exptessly forbids use of PCL, and
gots forth a crimina] sanction, for

urposes other then those spacified n
519 Act, See section 241(a)(1){D} of the
CH Act (6 U.S.C. 133(a)(1)(D)) (noting
also appropriete use "in furtherence of
a criminal investigation or in the
prosecution of a criminal act,” or when
shared subject to these requirements
with specified persons in the legisiative
branch); ssction 214(f) (6 U.S8.C. 133(f)
(penslties). Section 213(a)(1)(R)
expregsly forbids state and local
governments from disclosing or using
PCI material “other than for the
purposos of protecting critical
infrastructure or protected systems
LY ¥

These and other provisions of the CII
Act are unambiguous; PCIl may not be
disseminated to other federal, state or
local agencies for other regulatory
purposes. Nor may any recipient of PCI
utilize any information in the PCI for

Program Office will impose appropriate
rertrictions on all yecipients of PCII, and
will require appropriate training end
oversight to ensure compliance with
these legislative mandates.

Certain cornmenters have also
suggested that an individual with
collateral regulatory responsibility (e.g.
worker health and safety) would not be
able to segregate knowledge gained from
PCH information (once learned) from his
day-to-day duties on non-gecuri
{ssues, and thus would "inevitably" use
such FCII information for non-security
purposes. The PCII Program Office {3
sware of this concern and will take it
into account when determining-the
appropriate persons with whom to share
particular PCIL A person proposing to
submit Cl may consult with the PCI
Program Office regarding appropriate
restrictions applicable to use of the
perticular potential submission prior to
making that submission.

D. PCII Program Administration: Section
284

Three comumenters addressed the
provisions of this section. Only one
paragraph was changed. Peragraph (e)
was modified from the February 2004
Intertm Rule to make clear that the
“development” of the Protected Critical
Infrastructure Information Management
System (PCTIMS] Is the responsibility of
the PCII Program Manager.

Thres commenters suggested thet the
PCIIMS contain only what could be
called the u-ecklng ta and that the
actual PCH should be kept elsowhere,
The suggestions will not be adopted.
The tracking date may include
information that jdentifes the
submitter, and to the extent that it does,
It is included in the revised definition
of PCI (sectlon 29.2) under the CIf Act.
DHS has en obligation to safeguard all
PCI. Accordingly, DHS will maintain
PCll according to & distributed model
with information stored in a mumber of
databases including the PCIIMS.

EB. Requiremenis for Protaction: Section

3

Eloven commenters addregsed varions
aspacts of the requirements for
protection, end a substantial number of
changes have been made to section 29.5.

(1) Express Statement on the
Information

As the comruents suggest, the
“information and Iecorgx" provided ag
PCII are occasionally not easily
susceptible to labeling with en “express
statement." required for a proper
submission. For that reason, the final
rule provides for the use of a separate,
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written “‘express statement" as set forth
{n paragraph (a)(3)(1).
(2) Oral Statements

Two commsnts were received
regarding oral submissions duting an
ongoing crisis. Thess comments
suggested that, where there might be
many subrnissions, either the .
requirements for a wrltten follow-up
could be waived or PCI statue could be
assigned once and meintained
throughout the crisis. DHS sgrees with
this suggestion and the sule E?s been
changed to expand this capacity to the
extent practical. The requirement for
both an express statement and &
certification statement has not been
changed. However, the time in which
thesa statements ere required has been
changed to “a reasonable peried”, as
dstermined by the PCII Program
Manager on a case-by-case basis, after
Cll submission, in whatever form,
Further, DHS has added a section to
make clear that electronio submissions
are authorized and to establish
apgmpriate procedures for such
submissjons.

(8) Certification Statement

‘Three commenters noted the
requirement for a certification statement
is not statutory. The certification
statement is considered necessary,
however, for effective program
management and the rule continues to
require & certification statsment in
paragraph (a)(4). The comrenters
sug(glested that there may be a public
buxden in submitfing such a statement,
and DHS has, in responss, sigaificantly
simplified the submission requirements.
The only information required in the
certification statement is the submitter's
contact information and any language
considered necessary by the PCI
Program Manager.

One commenter suggested that
submitters be required to identify the
steps that the submitter itself takes to
protect the CII, The commentar
suggested this information would assist
the PCII Program Manager in
determining a more appropriate and
accurate determination of status. DHS
has not adopted the suggestion,

One commenter suggested that the
certification statement should be treated
as PCH, The identifying information
within the certificetion statement will
be treated as PCI, Some substentive
requirements of the certification
statement have changed, however. The
certification has been modified to
incorporate provisions that the PCII
Program QOffice has found necessary
from an operating standpoint. For
instance, PCI Program Office ueeds to

know with whom it is dealing end how
to contact responsible individuals, One
commenter wes concerned that
unauthorized individuals might submit
information on behslf of an entity, and
suggested that, as a result, DHS establish
parameters as to who is eligible to
submit on behalf of an institution. DHS
declives to do so. Even If parameters
were established, there would be no
practical way for DHS to determine
whether the submitting individual is
authorized by the entity to do so,

A commenter suggested DHS should
provide forms for the PCI Program.
Forms are not currently provided, and
DHS does not believe that s forms
are neaded. DHS has posted guidelines
for submifiters on the DHS Web site to
assist potential submitters.

{4} Submission to the Progrem

The second sentencs in paragraph (b)
of the February 2004 Intsrim Rule
velating to submissions to DHS
components other than the
Preparedness Directorate has been
deleted as unnecessary, The PCI
Program Manager or the Program
Manager's dssignees should receive
submittels of ClI, as discussed above in
Sectlon LA, This process effectively
responds to # commenter that

. questioned the internal DHS receipt of
CI

L

Another commenter asked for special
consideration for CHf inadvertently
submitted to the wrong sgency or
person. DHES believes its process is
stralghtforward and further
consideration for insdvertent
submission {s unnecessary. DHS will
make available to potential submitters
the means for submitting CII, and those
means will be consistent with the
protections of the Act.

A commenter suggested that it would
be hslpful if DHS could make advance
determinations that any record falling
within a certain class or category would
be validated once and not every time a
submission is made, A6 discussed
below, DHS has added a new section
29.8(f) that addressss this issue and
would be pleased to confer with any
potential submitter regarding a possible
submission.

F. Acknowledgment of Receipt,
Validation, and Marking: Section 29.6

Section 29.6 was revised extensively
in response to the comments recsived
from the twelve commeuters on this
section and ju light of operational
decisions made by DHS,

{1) Presumption of Protsction

‘Three commenters axpressed their
support for the presumption of

protection afforded by this provision, To
conform to the definition of PCII in
section 29,2, new language clarifies that
voluntarily submitted CII is PCIl when
submitted with an express statement
even if the certification statement

ed by section 29,5(a)(4) is not
initially recelved. See also section
29.6(d). If the information is deficient,
the PCI Program Manager will attempt
to contact the submitter to afford the
submitter an opportunity to rectify the
errer or withdraw the submission and
may properly label the submission him
ar berself.
(2) Marking

One sammenter suggested that
submitters be required to mark portions
of submissions, DHS does not sgree for
reasous articulated elsewhere,

In vesponse to another comment,
language has been added to the raarking
statement contained in peragraph (c) to
highlight the criminal and
administrative penalties that could
result from unauthorized release, This
statement was omitted from the
February 2004 Interim Rule provision.

‘The Jast sentence of mar!
staternent included in paragraph (c)
addresses what could otherwise be an
alternetive interpretation based on a
literal reading that the regulation
requires the submitter i¢ maintain the
submitted information in accordance
with the procedures and requirements
astablished by DHS rathemn in
accordance with its own procedures.
That is not intended.

{3) Acknowledgement

A change to paragraph (d) adjusts the
February 2004 Interim Ruie statement
regarding what is required before a
submission receives the presumption of
protsction. Since submitted information
need only be accompanied by an
“gxpress statement'’ in order to enjoy
the presumption of protection, it is
unnecessary to provide a certification
before the PCII Program Manager or the
PCII Program Manager's designee
acknowledges receipt and takss action,

(4) Determrinations of Non-Frotected
Status

Nine commenters addressed the
handling and disposition of information
that is found ineligible for protection
under the Cll Act, proposing the
required destruction or the required
retumn of the information; compHance
with the sobmitter's instructions; er
assurance that the information will
coxtinue to be treated confidentlally
and withheld from disclosure under the
FOIA, As stated in the preambls to the
February 2004 Interim Rule, DHS will
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return submissions in almost all cases
when it does not qualify as PCIX,

The added wosds, “within thisty
celendar days of making a final
determination,” provide a new time
limit for disposition of nan-validated CI
submissions, which is consistent with
the period employed in the last sentence
of the subparagraph. The 30-day pericd
will run from the date of the notification
rather than from the date of receipt of
the notification by the submitter, The
changes also supply a step previously
missing from the language in the
February 2004 Interim Rule regarding
this provision, J.e., that the PCI
Program Office will make the injtial
determination final,

A commenter suggested that a 30-day
time period for the Pro Office to
acknowledge receipt of 2 PCI
submission wes excessive; another
requested the establishment of a time
period to complete the validation
Pprocess, Nejther suggestion will be
adopted, The voluma of submissions is
unlg:edictahle, and 30 days to
acknowledge receipt is & reasoneble
period, Recognizing the importance of
timeliness, the PCII Program Manager
will ensure that all processing is
efficiently performed,

While notification to the submitter
may, at the PCII Program Office’s
option, contain an explanation of why
submitted information is not considered
to be PCII under paragraph {e)(2)(ii),
DHS does not accept the suggestion of
two commaenters that such an
explanation be made obligatory.
Additionally, paragraph (e)(2}?i')(A) hss
been modlfied to reflect tha possible
need to ask the submitter to provide the
statement called for by section
28,5(2)(4), ot any of the certifications
that the statement is required to include,
in order to perfect a subinission.

or, 8 new paragraph has been
added at section 20.6 to allow for
““categorical inclusions” in responss 1o
comments, This provision clarifies the
Pmi:am Manager's autharity to
establish categories of information for
which PCII status will automatically
app? without a separate act of
validation by the PCII Program Office,

{6) Changes From Protected to Non-~
Protected Status

Changes to paragraph (g) regarding a
change in status fram protected to non-
protected are explained above in
Section II. In response to a comment,
this section has also been changed to
specify that the procedures in parsgraph
(e)(2) of this section will be used prior
to final determination of a change of
status, As stated in the discussion of
section 26,3(b) ebove, proposals that

DHS olther continucusly review or
establish a fixed schedule for regularly
reviewing all PCIT have been rejscted,

G. Sofeguarding of PCI: Section 28.7

Nine commenters addressed
gafeguarding issues in section 29.7, and
two changes were mads. In paragraph
(b), the phrase “in accordance with
procedures prescribed by the PCI
Program Mansger” was added in
responge to several cormments asking for
greater specificity in procedures for use
and storage. The sacond change deletes
# phrase in the February 2004 Interim
Rule at the end of the paragraph that
thres commenters interproted as giving
the PCII Program Manager the discretion
to establish “tiered levals of security,

One commenter asked for a definition
of “official duties” as that term is used
in paragraph (c) regarding reproduction
of PCII, Because the recipients of PCIL
are diverse, no ganeral definition of
“official duties” applicable to all is
appropriate,

o commenters belleved paragraph
(d) should specify that disposal should
be in accordance with the Federal
Recards Act, 44 U.S.C, 3301. This
section appliss to Federal as well as
other entities and DHS bslieves that
requiring non-Federal entities to adhere
ta the Federal Records Act would be
unpecessarily burdensome,

Two cornmenters suggested that
paragraph (f) require transmission by
secure and encrypted means, Another
commenter asked for examplas of what
might be considered secure means. The
PCII Program Manager will, as the rule
states, determine the method of secure
transmission, The method of
transmission will not ba the same ia all
cases. Encryption may be practical in
soms cases but not in others.

H. Disclosure of PCIE: Section 28.8

This section was revised extensively
based on comments received from
sixteen commentsrs and on the
operating experiencs of the PCI
Program Office.

In response to two comments, a
clarifying cross-reference in paragraph
(a) was inserted in order {o avold giving
this subsection an unintended logal
effect thet renders the subsequent
provisions superfluous. Other language
was deleted from thia provision in the
Fobruary 2004 Interim Rule because it
was duplicativs.

Four commenters proposed the
involvement of submitters in DHS'
information gharing decisions, DHS has
not accepted these suggestions, Another
commenter’s objaction to provisions
requiring the submifter's consent to
further disclosures of PCH likewise was

rejected. DHS must make disclosure
decisions based in the interests of the
United States as a whole, including the
interests of the submitters and the
gpecific reasons and events that may
warrant disclogure,

DHS is clarifylng the distinction in
paxagraph (b) between how PCII may be
used by the Federal govemmant. and
how it may be used by Stats, local, and
tribal agencies, The CHI Act limits the
purposes for which State, locel and
tribal governmentes may use PCII and
haw State, local and tribal governments
may share PCH, According to sections
214(a)(1)(E)(i) and (iif) of the CII Act (8
U.S.C. 133(a)(1)(E)(i}) and (iif)), PCI
may not be used by those governments
for purposes other than protectin
critical infrastructure or protactel
systems, or in furtherance of an
investigation or the prosecution of
criminal ect, end an agency of those
ﬁvemmemn may not further disclose

o information'without the consent of
the submitter, These limitations are
echoed in peregraphs (d)(1) and (8) of
the Februery 2004 Interim Rule, The
revigion of this subsection brings the
Stata, local and tribal sharing provisions
into conformity with the statute and the
other related rule provisions. The final
sentence alters the requirement that
State, loce) and tribal government
entities enter into written agreements
with the PCII Program Manager,
specifying that they must instesd enter
into arrangements with the PCII
Ptosrnm Manager, This change was
made to promote flexibility and, in
exigent circumstances, @ speedy sharing
of information,

In response to eight cammenters who
exprossed cancern over possible
unauthorized State, local or tribal
goverament disclosures of PCII that
ight be provided to them, or who
urged the adoption of strict controls on
the s of such information with
State, Jocal and tribal governments,
these arrangaments, except in exigent
clrcumstances will be very specific, will
rTequire safeguarding, handling,
violation reporting, and other
procadures consistant with this rule,
and will further provide for complance
monitering, In most cases DHS
antlcipates that these arrangements will
be in the form of 8 Memorandum of
Agreement (MOA) that will also
recognize the preeminence of PCII status
under the CI Act and these regulations
in relation to any State, territorial, or
tribal public disclosure laws or policies.
Further, DHS bas added language that
?&e;ucll:ar that PCII zzay not be used
oF Teguiatory. 0888,

In mgrapf?éftha first change
clarifies that State, local and tribal
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contractors can receive PCII under the
sams conditions as Federal contractors,
As in the case of Federsal contractors,
State, lo;:al, and tribal cgntractors axemg

ents of a governmental entity, carry
g?n the functions on behalf ogha
government in furtherance of its mission
and under its direction. Therefore, DHS
does not consider Stats, local and tribal
contractors to be ?mcluded from
receiving PCII as “any other party;”
rather, DHS considers them an
extonsion of the State, local or tribal
governmental entity,

The second change is to employ a
term defined in section 20.2, to replace
the subjective term, “purposes of DHS"
with the term “purposes of the CI Act,”
This change also better lénds itself to
PCI Program Office certifications of
contractors to Federal agencies other
than DHS, Al contractor employees
working on PCII Program matters and
having aceess to PCI, rather than the
more absiract “identified category” of
employees, will be required to sign a
nondisclosure agreement (NDA). Also
added is a provision that the NDAs will
be in a form prescribed by the PCIE
Program Manager. Based on PCII
Program Office operating experience,
reference to “‘contractor’ signature of
NDAs has been deleted; contractors will
continue to be obliged to agres, by
contract, to comply with ﬁm
programmatic requirements,

Additionally, as discussed gbove in
saction IL.C, a change was made to
{Jermit employees of Federal, State,

ocal, and tribal contractors who are
engaged in the performance of services
in support of the purposes of the ClI
Act, to communicate with a submitting
person or an authorized person of a
submitting entity about their submittal
or information when authorized by the
PCH Program Meanager or a PCII Program
Manager's designee, The previous

rohibition agalust disclosure to any of

e contractors’ components and the
:efe:adnce to “additional employees”
posed an unnecessary operating
difficulty for contractors, which was
noted by one commenter. These
provisions have been replaced by the
more comprehensible but sufficlently
strict prohibition on disclosing to “any
other party.” This is the term used in "
section 29,8(d)(1), which prohibits
State, local, and tribal governments from
making disclosures to ""any other p
not already authorized to receive such
information.”

A comumenter suggested that a PCII
Officer certify the distribution of PCII to
Federal contractors on a specific PCII
case-by-case basis rather than based on
a certification that the contractor was
performing services on behalf of DHS,

This suggestion will not be adopted,
Such a requirement could be
burdensome, and moreover, is
unnecessary, PCII will only be
distributed as required for the
contractor’s use. The single certification
does not entitle the contractor to all
PCI, but only PCIT the governrmental
agency determines the contractor needs.
Another commenter asked for
clarification of what typs of age
would constitute the authorization from
the submitter to enabls gharing of PCIL
The relevant question is how DHS will
ask for permission, and DHS envislons
that the request will be in writing, state
the tracking number previously
provided to the submitter, ideatify the
eater angd the intended recipient,

‘and ask for a response within a certain

number of days,

Congistent with the changes discussed
above, a change was made in paragraph
(d)(1) to eliminate the idea that consent
to further disclosure could be made b
someone “on whose behalf” information
was submitted.

A comment questioned the statement
in the preamble to the February 2004
Taterim Rule that State, local and tribal

overnments “will be asked to track
er disclosures' and suggested the
requirement to track should remain with
DHS. As the comment noted, any
further distzibution by State, local, and
tribal governments requires submitter
rmission, a process administratively
dled by DHS. DHS will impose a
trecking requirament on Stats, local and
tribal governments and will also have its
own records of permissions in the
PCIIMS.

Changes in paragraph (e) of this
section have been explained in detail in
section If above, An additional change
to paragraph (e) not discussed above is
that the language now allows not only
the Directorate for Preparedness, but
also other Federal agencies, as well as
State, local and tribal government
entitles, to use PCII in preparing
advisories and similar communications,
The list of things to be protected from
disclosurs has been rephrased in the
disjunctive, correcting the unduly
restrictive conjunctive phresing, which
motsgd bylona commenter, The final

e adds languege that permits
Federal, State, lt'.»gélaalg and tribal
governmental entitles to contact
submitters directly to confer if there is
8 question about the PCII to ba used in
the advisory, alert, ar warning.

A comment suggested that paragraph
((2)(1), which limits use or disclosure
of PCE by Feders! employees except as
authorized, is ithportant enough to
warrant its own rule provision, The
comment was considered; however,
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further changes were not deemed
necessary. However, in reviewing the

paragraph it is clear that sections of the
CII Act other thav 214(2)(1)(D) and (B)
{6 U.S.C. 133(a)(1)(D), (E}}, for example,
were spplicable to the general category
of “Exceptions for disclosure." The
language in the subparagraph was
therefore modified to maks clear that it
applied to entities and persons other
than officers and employees of the
United States,

Language wag added to make

paragraph (){1)(i)(A) consistent with the
osition that State, local, and tribel
vestigations or prosecutions should be
coordinated by & Federal law
enforcement official. It also recognizes
that PCI could be used in furtherance
of a foreign government investigation or
prosecution, and imposes, for any
disclosure to the foreign government,
the same requirement for coordination
by 8 Federal law enforcement official.

Paragraph (£(1)(1)(C) has been limited
to the disclosure of information by an
officer or employse of the United States,
as this paragraph fits clearly within the
confines of section 214(a)(1}(D) of the
CIf Act (6 U.S.C. 133(a)(1)(D}).

Section (f)(8) of the 2004 Interim Final
Rule referred to the Whistleblower
Protection Act and has been omitted
because is merely restates the law of the
land, Section (f)(4) of the February 2004
Interim Rule has been deleted because
it was deemed unnecessary.

DHS has modified the language in
ﬁ:xagraph (8) to more accurately reflect

@ intention of the statutory la ]
in section 214{a)(1)(E}(i) of the CIf Act,

Ag discussed in Section II, paragraph
(i) has been deleted in its entirety.
Further, paragraph (k) has been delsted
because it improperly rested sole
authority to request submitter consent
for further dissemirtxla;tiom the PCHT
Program Manager, thus limit|
flexibility and effectiveness, leus‘imcially
in exigent circumstances.

I, Investigation and Reporting of
Violation of PCI Procedures: Section
29,9
Six commenits expressed concern that

there were no provislons for the
impoesition of penalties or sanctions on
State, local and tribal government
smployees or on contractors, The
Frovlsmns of subsection (d) reflect the

anguage of section 214(f) of the CII Act
(6 U.8.C. 133(f)). This section applies
unambiguously only to officers and
employees of the United States, DHS
has no authority to make these
provisions applicable to anyons slss.
However, DHS will place in the MOAs
for State, local and tribal governments,
when used, or when an arrangement
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other than an MOA is used, then to the
extent practicable, language that will
require the State, local, or tribal
government to consider breaches of the
agreements by employees as matters
subject to the criminal cade or to the
applicable employee code of conduct for
that jurisdiction, While States do not
have laws that were written specifically
with PCII in mind, they do have lsws
that govern theft, conspiracy, trade
secrets, and the like, which could apply
to employees and to contractors as well.
The CII Act does not limit any other
enforcement mechanism; the CII Act
adds a specific criminel enforcement
provision applicable to Federal
employees.

A commenter suggested that this
section should specifically require that
the DHS Inspector General, the PCH
Program Manager, or the Preparedness
Security Officer investigate
unauthorized disclosurss by State, local
and tribal governments. As previously
noted, the relevant MOAS or alternative
arrangements will generally provide for
DHS to monitor all State, local and
tribal governments with respect to their
compliance with the guidance regarding
handling PCIIL

A commenter asked whether DHS had
considered the applicability of the
FPrivacy Act of 1974, 5 U.5.C, 5522, 0
any part of the submissions process.
DHS has considered and continues to
consider the interrelationship between
the CII Act and the Privacy Act, end,
through the Program Office and the DHS
Privacy Officer, will ensure that the PCIT
program conducts all activities related
to the PCII Program in conformance
with the Privacy Act.

IV, Revision of Part 29

After considering all of the comments

and the eg warranted, DHS
determined that the entire part should
-be revised rather then making
individual amendments to the specific
sections end paragraphs. Individual
amendments to each section and
ngmph would have created a very

arge number of instructions to the
Federal Register and rendered the
amended regulation difficult, if not
fmpossible, to understand without
reading the amendments side-by-side
with the current regulations.
Accordingly, DHS hag repromulgated all
of the provisions of part 29, whather
amended by this final rule or as in the
Febdnmry 2004 Interim Rule, to assist the
reader.

V, Consideration of Various Laws and
Exegutive Orders

A, Administrative Procedure Act

DHS has determined that good cause
exists to make this regulation effective
upon publication in the Federal
Register under 5 U.5,C. 553(d)(3), This
final rule clarifies ambiguities in the
February 2004 Interim Rule thet were
identified by the public comments and
has the advantage of taking into
consideration operating experience with
submitters gained since the February
2004 Interim Rule became effective on
February 20, 2004, DHS believes that
submitters are more likely to provide
information that qualifies for protection
under the CII Act of 2002 when the final
rule goes into effect. Such PCII would
heH: DHS implement security measures
and issue-warnings, After considering
the likelihood that valuable information
ia now being withheld because of
concern and confusion as to how it
might be bandled under the February
2004 Interim Rule, and the possibility
that this information could be useful in
deterring or responding to a secarity
incident, the Department has concluded
that good cause exists for making the
regulation effective immediately.

B. Bxecutive Order 12866 Assessment

DHS is required to implement this
rule under the Critical Infrastracture
lIuformation Act of 2002, Title I,
Subtitle B, of the Homeland Securi
Act of 2002 (6 U.S,C. 211 ef seq.). This
rule is considered by DHS tobe s
significant regulatory action under
Executive Order 12866, 58 FR 51735
(Oct. 4, 1993), Ragulatory Planning and
Reviaw, section 3??). Accordingly, this
:eﬁﬂaﬁon has been submitted to the
Office of Management and Budgat
(OMB) for review.

DHS bas performed an analysis of the
expected costs and benefits of this final
rule, A similar anelysis was performed
before the February 2004 Interim Rule
was made affactive, This new analysis
considers comments received regarding
staff costs and storage assumptions,
Cansideration of these comments does
not change the previous conclusions,

The finel rule affocts persons and
entities in the private sector that have
Cli they wish to share with DHS. The
final rule also affects State, Jecal and
tribel governments with which DHS has
signed agreements detailing the
procedures on how PCIl must be
safoguarded, used, end destroyed when
it is no longer needed.

Private sector submitters of CII raust
dotermine first whether to participate
and if so, develop and follow internal
procedures for submissions that comply

with this regulation. Recipients of PCI
raust follow the procedures established
in this regulation and as specified in
agreements with the PCII Program
Manager.

Costs

DHS believes private entities that
submit CII will not incur significant
costs, For submitters of CII other than
individuals, thers will likely be a one-
time decision process to determine
whether participation is appropriate,
and if so, the establishment ofofnbemal ’
operating procedures, A legal review of

0se submitters’ procedures would
likely be undertaken Internally to
ensure that they result in submissions
that will receive the protections of the
CIH Act. The costs to develop the
procedures would be a nou-recurring
expense and it is unlikely that a
separate legal review would be required
for each submission, Individuals who
might want to submit CII will probably
read the applicable procedures posted
on the DHS Web site and have no non-
recuwrring costs. Recurring expenses for
submitting entities could include the
cost of transmitting the CII, office
supplies, costs assoclated with internal
marking of retained copies of CII, and
the axpense of making available a point
of aontact with DHS to discuss the
entity's submission. The non-requrring
costs described will be different for each
entity and also depend on how
fmquentlfr submissions are made, but it
is walikely an entlty will be required to
increase fts workforce, The costs are
expected to be only a slight increment
to ongoing total costs and managerially
insignificant, perhaps even
unidentifiable,

Costs for State, local and tribal
governments that are the recipients of
PCI will includs the eppointment of a
PCII Officer to ensure safaguarding and
destruction in eccordance with thess
procedures and in the required written
agreements. The position of PCE QOfficer
for State, local, and tribal governments
is not anticipated to be a full time
pasition, although it could be. Should
the position evolve into e fuill time one
for & Stats, the costs should not excesd
$150,000 per year per State. In the
unlilggavmt all 50 States had full time
PCII Officers, these gosts would be
;igraoxlmawly $7,500,000 per year,

e costs are based on DHS estimates
based on equivalent Federal positions
and costs, A PCII Officer will be
required to become familiar with
provedures and be responsible for the
training of others, DHS will develop
training material and provide trafners
for this effort. DHS anticipates that
States will, to a Jarge extent, appointa
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PCI Officer whoss responsibilities will Many of the entitios expected to Interira Rule, No comments were

include overseeing local and tribal voluntarily submit CIl to DHS will be received.

government participation, Thus, in most  providers of infrastructyre and "This finel rule wes anslyzed ta

cages it will not be necessary for local Elr;tected systems, Typically, accardance with the l1:Sr‘nl\_<nplao and

and tribal governments to appoint PCII astructure providers are largs public  criteria contained in Executive Order

Officers, DHS believes that the costs to
State, local and tribal governments other
than those associated with PCI] Officers
will include storage capabilities,
supplies,rgenaml overhead expenses
and record keeping systems. These costs
are variable and will depend on the
volume of PCH recelved, The tota) of
these costs is not expected to be
significant,

Benefits

‘This prograra will permit the private
sector to provide CII to DHS wii
confidence that it will notbe
inappropriately released to the public,
The expected benefit of this program is
centralized knowledge of the country’s
critical infrastructure everyone uses to
conduct the deily affairs of lifs, As
noted above, 85% of critical
infrastructure is not possessed by the
United States Government, Destruction
of this infrastructure, or interruptions in
its operating capabllity, could bs
catastrcgahic. With such knowledge
comss tha ability to issue warnings, to
conduct analyses of systamic
wesknesses, and to teke actions to
prevent terrorist acts, If the information
provided results in but one thwarted
terrorist act, or perhaps deters even the
attempt, the benefit has been reallzed.
Monetarily, the benefit might be
calculated as the evoidance of the
reconstruction cost of the facility
damaged and the loss in commercial
activi?' attributable to the lost facility.
Not all the benefits of this regulation
can be eastly quantified,as the benefits
of this rule include preventing a
terrorist event and the probability and
consequences from that event are
extremely difficult to predict. Given the
relatively small implementation costs,
DHS believes the potential benefits
outwoeigh costs by a large margin.

C. Regulatory Flexibility Act

‘The Regulatory Flexibility Act (5
U.S8.C, 601 et seq.) (RFA) requires an
agency to review regulations to assess
thelr tmpact on xf(xlnall ontities, An
sgency must conduct a lato.
ﬂexiglity analysis unle?;uglltl detgmines
and certifies that a rule is not expected
to have a significant impact on a
substantial number of small entities,
DHS has reviewed this final rule and, by
approving it, certifies that this rule will
niot heve a significant economic impact
on a substantial number of small
entities,

utilities or compenies and providers of
protscted aystems are large companies
that will not meet the definition of smal!
businssses for purposes of the RFA. It is
possible that small non-profit
arganizations or any other small entities
that provids critical infrastructure, such
ag telephone or electric cooperatives,
might from time to tims provide CIL
The costs to send the CI to DHS are
expacted to be small and depend in
large measure on the frec}uency of
submissions, It is unlikely that a small
utility cooperative, or any other small
entitles, will send CII on any ongoing
basis, and hence any costs will not have
a significant impact on any organization
that chooses to participate, Small
governmental jurisdictions are expected
to depend on the State government for
warnings and enalysis and generally not
appoint PCH Officers or establish
separate programs, Those small
jurisdictions will likely be anly
receivers, not providers, of information
that is produced and distributed by the
PCI Program Office and this rule will
have no significant fmpact,

D, Unfunded Mandates Reform Act of
1995

This rule will not result in the
expenditure by State, locel and tribal
governments, in the aggregate, or by the

rivate sector, of $100 million or more
adjusted annually for tnflation) in any
one year, and it will not significantly or
uniquely affect smell governments.
Therefors, no actions were deemed
necessary under the provisions of the
Unfunded Mandates Reform Act of
1996,

E. Small Business Regulatary
Enforcement Act of 1996

This rule is not a major rule, as
defined by section 804 of the Small
Business Regulatory Enforcement Act of
1996, This rule will not result in an
annual effect on the United States
economy of $100 million or more, result
in & major increase in costs or prices, or
significant adverse affects on
competition, employment, investment,
productivity, tnnovation, or on the
ability of United States-based
companies to compete with foreign-
besed companies in domestio an:
export marksts,

F. Bxscutive Order 13132—Foderalism

‘The preamble to the February 2004
Interim Rule requested comment on the
federalism fmpact of the February 2004

13132 (“Federalism"). This rulemaking,
as required by the underlying statute,
proempts State, local and tribs! laws
that might otherwise require disclosure
of PCH and precludes use of PCH in
certain State civil actions unlesg
permission of the submitter is obtained.
This preemption s expected to {nure to
the benefit of the States by meking it
possible for PCII that {s provided to the
Federal Government to be shared with
the States, The ruls does not {mpose any
regulation that has substential divect
effects on the States, the relationship
bstween the national government end
the States, or the distribution of power
and responsibilities among the various
levels of government. Therefore, the
consultation requirements of Exacutive
Order 13132 do not apply.

G. Bxecutive Order 12988~Civil Justice
Heform

This rule meets the applicable
standards set forth in sections 3(a) and
8{b)(2) of Executive Qrder 12968,

H. Paperwork Rsduction Act of 1995
Under the Paperwork Reduction Act
of 1995, 44 U.5.C. 3501~3520 (PRA), a
Pederal agency raust obtain epproval
from the OMB for each collection of
informaticn it conducts, sponsors, or
requires thmu?hregulaﬁom. This rule
does uot contaln provisions for
collection of information, does not meet
the definition of “infarmation
collection” aa defined under § CFR part
1320, and is therefore exempt frora the
requirements of the PRA, Accordingly,
there is no requirernent to obtain OMB
approva! for information collection,

I, Environmenta) Analysis
DHS has analyzed this regulation for
Burposas of the National Envizonmental
olicy Act and has concluded that this
rule will not have any significant impact
ou the quality of the human
environment,
List of Subjects in 6 CFR Part 29
Confidential business information,
Reporting and recordkeeping
requirements.
Authority and Jssuance
= For tha reasons discussed in the
preamble, 6 CFR part 29 is revised to
read as follows;

PART 29—PROTECTED CRITICAL
INFRASTRUCTURE INFORMATION

Sec.
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29.1 Purpose and scope.

29,2 Definitions,

29,8 Effect of provisions,

29.4 Protectsd Critical Infrastructure
Informstion Program adminfstration,

29.5 Requirements for protaction,

29.8 Acknowledgment of receipt,
velidation, and marking.

29.7 Sefeguarding of Protectsd Critical
Infrastructure Information.

29,8 Disclosure of Protected Critical
Infrestructure Information,

20.9 Investigation and reporting of violetion
of PCH proceduses.

Authority: Pub. L, 107-296, 116 Stat, 2135
(8 U.8.C. 1 ef seq.); § U,8.C. 301,

§29.1 Purpose and acape.

{a) Purposs of this Part, This Part
{mplements sections 211 through 216 of
the Homsland Security Act of 2002
(HSA) through the establishment of
uniform procedures for the receipt, care,
and storage of Critical Infrastructure
Information (CII) voluntarily submitted
to the Department of Homeland Sacurity
(DHS), Title I, Subtitle B, of the
Homeland Security Actls referred to
herein as the Critical Infrastructure
Information Act of 2002 (CH Act).
Consistent with the statutory mission of
DHS to prevent tervorist attacks within
the United States and reduce the
vulnerability of the United States to
terrorism, DHS will encourage the
voluntary submission of CII
safeguarding and protscting tﬁ'at
information from unauthorized
disclosure and by ensuring that such
information is, as necessary, secursly
shared with State and local government
pursuant to section 214(a} through (g) of
the CI Act. As required by the ClI Act,
these rules establish procedures

regarding:
fl) The acknowledgement of receipt
by DHS of voluntarily submitted CIi;
(2) The receipt, validation, handling,
storage, proper marking and use of

informetion as PCII;

(3) The safeguarding aud maintenance
of the confidentiality of such
information, appropriate sharing of such
information with Stete and lo

governments pursuant to section 214(g)
through (g) of the HSA,

(4) The issuance of advisories, notices
and warnings relatsd to the protection
of critical infrastructure or protected
systerns in such a manner as to protect
from unauthorized disclosure the source
of critical infrastructure information
that forms the basis of the warning, and
any {nformation that is proprietary or
business sensitive, might be used to
identlg the submitting person or entity,
or is of ise not appropriately in the
public domain.

(b) Scope. The regulations in this Part
apply to all persons end entities that ere

authorized to handls, use, or store PCII
or that otherwise accept receipt of PCII

§20.2 Definitions.

Por purposes of this part:

(a) (g-ltfc;ul Infrastructure has the
meaning stated in section 2 of the
Homeland Security Act of 2002
(raferencing the term used in saction
1016(e) of Public Law 107--36 (42 U.S.C.
5185¢(e)).

(b) Critical Infrustructure Information,
or CI1, has the same meaning as
eateblished in section 212 of the CII Act
0f 2002 and means information not
customa:il&m the public domain and
ralated to the security of critical
infrastructure or protected systems,
including docurnents, records or other
fnformation concerning:

(1) Actual, potentlal, or threatened
interferance with, attack on,
compromise of, or incapacttation of
critica) infrastructure or protected
systems by either physical or camputer-
based attack or other similer conduct
{including the misuse of or
unsuthorized access to all types of
communications and data transmission
systems) that violates Federal, Stats,
local, or tribal law, harms interstate
commerce of the United States, or
threatens public health or safety;

(2) The ability of any critical
infrastructure or pratected system to
resist such interference, compromise, or
incapacitation, including any planned
or past assessment, projection, or
estimata of the vulnerability of critical
infrastructure or & protected system,
including security testing, risk
evalustion thereto, risk-management
planning, or risk audit; or

(3) Any planned or past operational

oblem or solution regarding critical
frastructure or protected systems,
including repair, recovery,
reconstruction, insurance, ar continuity,
to the extent it is related to such
interference, compromise, or
incapacitation.

(c} Information Sharing and Analysis
Organization, or ISAQ, hes the same
meaning as is established in section 212
of the CII Act of 2002 and means any
formal or informal entity or
collaboration creatsd or employed by
public or private sector organizations for

0808 of;

(1) Gathering and analyzing Clf {n
order to better understand security
problems and interdependenciss related
to critical infrastructure and protected
systerns, so as to ensure the svailability,
integrity, and reliability thersof;

(2] Communicating or disclosing CII
to help prevent, detect, mitigate, o
Tecover from the effects of an
interference, corupromise, or sn

incapacitation problem related to
critical infrastructure or protected
aystems; and ’ .

{8) Yolunterily dissemsuating ClI to its
members, Federal, State, and local
governments, or any other entities that
may be of assistance in carrying out the
purposss specified in paragraphs (c}(1)
and (2) of this section.

(d} In the public domain means
information lawfully, properly and
regularly disclosed generally or broadly
to the public. Information reiarding
system, facility or operational security is
not “in the public domain."” Information
submitted with CII that is proprietary or
business sensitive, or which might be
used to identify a submitting person or
entity will not be considered “‘in the
public domain,” Information may be
“business sensitive" for this puxpose
whether or not it is commer a‘irgx
nature, and even if its release could not
demonstrably cause substantial harm to
the competitive position of the
submltucrag? person or entity,

(6} Local government has the same
meaning as is established in goction 2 of
the Homeland Security Act of 2002 and
means:

(1) A county, municipality, city, town,
township, local public authority, school
distriot, speclal district, intrastate
district, council of governments
(vegardless of whether the counsil of
governmoents is incorporated as a
nonprofit corporation under State law),
regional or interstate governiuent entity,
or agency or instramentality of a loca)
government;

(2) An Indian tribe or authorized
tribal oxganization, or in Alaska a Native
village or Alaske Regional Native
Corporstion; and

(1504‘. Tural community,
unincorporated town or village, or other
public entity,

(f) Program Manager's Designee
mesns a Federal employes outside of
the PCII Program Office, whether
employed by DHS or another Federal

, to whom certain functions of
the PCII Program Office are delegated by
the Program Manager, as dete d on
@ case-hy-case basls.

(g) Protected Critical Infrastructure
Information, or PCI, means velidated
Cll, including information coversd by 6
CFR 29.6(b) aud (f), Including the
identity of the submitting person or
entity and any person cr entity on
whoge behalf the submitting person or
entity submits the ClI, that Is voluntarily
submitted, directly or indirectly, to
DHS, for its use regarding the security
of critical infrastructure and protectsd
gystems, anelysis, warning,
interdepandency study, recovery,
recoustitution, or other appropriate
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purposs, and eny informatiox,
statsments, compilations or other
materialy reasonably necessary to
explain the CII, put the CII in context,
describs ths {mportance or use of the
CII, when accompanied by an express
statement as described in 8 CFR 29.5,

(b} Protected Critical Infrastructure
Information Program, or PCH Program,
means the program implementing the
CIT Act, inclu the msintenance,
ranagement, and review of the
information provided in furtherance of
the protections provided by the CIT Act.

(irProtectad system has the meaning
set forth in section 212(6) of the ClI Act,
and means any service, physical or
computer-based system, process, or
Pprocedure that directly or indirectly
affects the viability of a facility of
critical infrastructure and includes any
physical or computerbased system,
including & computer, computer system,
computer or corununications network,
or eny component hardware or element
thereo, software program, processing
instructions, or information or data in
transmission or storage therein,
irrespective of the medium of
transmission or storage,

{§) Purpases of the CII Act has the
meaning set forth in section 214(g)(1) of
the Cll Act and Includes the security of
critical infrastructure and protecte
systems, analysis, warning,
interdependency study, recovery,
reconstitution, or other informational

urpose.
P (11-5 Regulatory proceeding, as used in
Section 212(7) of the CI Act and these
rules, means administative proceedings
in which DHS is the adjudicating entity,
and dogs not include any form or type
of regulatory proceeding or other matter
ou[tﬁig?agf Eﬁsﬂ: meaning set

e has the same sel

forth in section 2 of the Homeland
Security Act of 2002 and means any
State of the United States, the District of
Columbis, the Commonwealth of Puerta
Rico, the Virgin Islands, Guam,
American Samos, the Commonwealth of
the Noithern Mariana Islands, and any
posssssion of the United States,

(m) Submission as referenced in these
procedures means any transmittal,
either directly or indirectly, of ClI to the

* DHS PCH Program Manuger or the PCII
Program Manager's designee, as set forth

rein,

(n) Submitted in good faith means any
submission of information that could
reasonably be defined as CHl or PCIL
under this section, Upon validation of a
subimnission as PCH, DHS has
conclusively established the good faith
of the submission.’ Any information
qualifying as PCI by virtue of &
categorical inclusion identifisd by the

Program Manager pursuant to gection
214 of the CII Act and this Part is
submitted in good faith.

{0} Voluntary or voluntarily, when
used in reference to any submission of
ClI, means the submittal thergof in the
absence of an exercise of legel authority
by DHS to compel access to or
submission of sucki information.
Voluntary submission of ClI may be
accomplished by (i.e., come from) &
single state or lacal governmental entity;
private entity or person; or by an ISAQ
acting on behalf of its members ar
otherwise, Thers are two exclusions
from this definition, In the case of any
action brought under the securities
laws—as is defined in section 3(e)(47) of
the Securities Exchanges Act of 1934 (15
U.8.C. 78¢(a)(47))—the term
“yoluntary" or “voluntarily” does not
include {nformetion or statements
contained in any documents or
materials filed, pursuant to section 12(1)
of the Securities Exchange Act of 1934
(15 U.S.C. 781(i)), with the U.S. ’
Securities end Exchange Commission or
with Federsl banking regulators or s
writing that accompanied the
solicitation of an olfer or a sale of
securities. Information or statements
previously submitted to DHS in the
course of a regulatory proceeding or a
llcenxin; or permitting determination
are not “volunterily submitted,” In
addition, the submlssion of information
to DHS for purposes of seeking a Federal
preference or beneit, including CII
submuitted to support an application for
a DHS grant to secure critical
infrastructure will be considered a
voluntary submission of inforraation.
Applications for SAFETY Act
Designation or Certification under 6
CFR Part 25 will also be considered a
voluntary submission,

(p) The term used directly by such
agency, any other Federal, Stats, or
local autharity, or any third party, in
any civil action arlsing under Federal or

. Stete law in section 214(a)(1)(C} of the

CIl Act means any use in any
proceeding other than 8 criminal
prosecution before any court of the
United States or of & S{ate or otherwise,
of any PCII, or any drafts or copies of
PCH retained by the submitter,
including the opinions, evaluations,
analyses and conclusions prepared and
subrnitted as CII, as evidence at trial or
in any pretrig] or other discovery,
nomﬁﬂ?srti;nding whether the United
States, its agencies, officers, or
employees is or are a party to such
Pproceeding.

§29.3 Eflect of provistons.

(a) Fresdom of Information Act
disclosure exemptions, Information that

is soparataly exerc'xﬂ; from public
disclosure under the Freedom of
Information Act or applicable State,
local, or tribel law does not losg its
separate exemption from publio
disclosure due to the applicability of
Eesa procedures or any faflure to follow

em.

(b) Restriction on use of PCII by
regulatory and other Federal, State, and
Local agencies, A Federal, State or local
agency that receives PCII may utilize the
PCI only for purposss appropriate
under the CII Act, including securing
critleal infrastructure or protected
systems, Such PCIl may not be utilized
for any other collateral regulatory
purposes without the written consent of
the PCIl Program Manager and of the
submitting person or entity, The PCII
Program Manager or the PCII Program
Manager’s designee shall not share PCI
with Federal, State or local government
agencies without instituting eppropriate
meagures to ensure that PCII {5 used
only for appropriate purposes,

§294 Pr d Critical Inf
Inf lon Prog admint {

(a) Preparedness Directorate Program
Munagement. The Secretary of
Homsland Security hereby designates
the Under Secrefary for Preparedness as
the senjor DHS official responsible for
the direction and administration of the
PCI Program, He shell administer this
?rogram through the Assistant Secretary

or(b Iixﬂvam;ctum P:\}gecgé?ip

ppointment of a rogram
Managefo The Under Secretary for
Preperedness shall;

(1) Appoint a PCIl Program Manager
sarving under the Assistant Secretary for
Infrastructure Protection wha is
responsible for the administration of the
PCII Program;

(2) Commit resources necessary for
the effective implementation of the PCI

Program;

,(3%' Ensure that sufficient personnel,
including such detatless or assignees
from other Federal national security,
homeland security, or law enforcement
entities as the Under Secretary deems
appropriate, are assigued to the PCII
Program to facilitate secure informetion
shering with appropriate authorities.

{4) Promulgate implementing
directives and pm'gare training materials
;:: %propriate for the proper treatment of

(¢) Appointment of PCI Officers. The
PCI Program Manager shall establigh.
procedures to ensure that each DRS
c:cx:Fonent and each Federal, State, or
locel entity that works with PCIJ
appoint ans or more employees to serve
as a PCI Officer in arder to carry out the
responsibilities statad in peragraph (d)
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of this sectlon. Persons appointed to
sarve as PGl Officers shall be fully
familiar with these procedures,

(d) Responsibilities of PCII Officers,
PCI Officers shall:

(1) Overses the handling, use, and
storage of PCIL;

[z‘;gEnsure the secure sharing of PCII
with appropriste authorities and
lndiviguals, as set forth in 6 CFR
29.1(a), and paragraph (b)(3) of this
section;

(3) Establish and maintain an ongoing
self-inspection program, to include
‘perfodic review and assessment of the
compliance with handling, use, and
storage of PCII; .

{4) Establish additional procedures,
moessures and penaltiss as necessary to
pr:lvent unauthorized access to PCIL
an;

(5) Ensure proxpt and appropriate
coordiration with the PCII Program
Manager regarding any request,
challenge, or complaint arising out of
the implementation of these regulations,

(e} Protacted Critical Infrastructure
Information Management System
{(PCIMS). The PCI Prograrn Manager
shall develop, for use by the PCII
Program Manager and the PCIL
Manager's designees, an electronic
database, to be known as ths “Protected
Critical Infrastructurs Information
Management System” (PCIIMS), to
record the receipt, acknowledgement,
validation, storage, dissemination, and
destruction of FCIL This compilation of
PCH ghall be safsgui:arded and pratected
in accordance with the provisions of the
CIl Act. The PCH Program Manager may
require the completion of aplpmpriate
background investigations of an
individual before granting that
indjvidual access to any PCIL

§28.5 Roquiremants for protection.

(a) CIi shall receive the protections of
section 214 of the ClI Act when:

(1) Such information is voluntarily
submitted, directly or indirectly, to the
PCI Progrem Manager or the PCIl
Program Manager's desiguee;

(2) The information is submitted for
protected use regarding the security of
critical infrestructurs or protected
systems, analysis, warning,
interdependency study, recovery,
reconstitution, or other appropriate

urposes including, without limitation,
or the identification, analysis,
g:evenﬁon, preemption, disruption,
fonse atggnst and/or mitigation of
terrorist threats fo the homeland;

(3) The information is labeled with an
express statement as follows:

E) In the case of documentary
submissions, written marking on the
{nformation or records substantially

simflar to the following: *This
information i3 voluntarily submitted to
the Federal government in expectation
of protection from disclosure as
provided by the provisions of the
Critical Infrastructure Information Act
of 2002"; or

ii} In the case of oral information:

A) Through an oral statement, made
at the time of the oral submission or
within a reasonable period thereafter,
indicating an expectation of gmtectlon
from discﬁosura s provided by the
provisions of the CII Act; and

(B) Through a written statement
substantially similer to the one specified
above accompanied by a documsnt that
memorializes the nature of oral
information initially provided received
by the PCI Progrem Manager or the PCIU
Program Meneger's designee within a
reasonable perlod after using oral
submission; and

(111) In the case of electronic
information:

{A) Through en slsctronically
submitted statement within a reasonable

eriod of the electronic submission
ndicating an expectation of protection
from disclosure as provided by the
provisions of the CIl Act; and

(B} Through a non-electronically
submitted written statement
substantially similar to the one specified
above accompanied by a document that
memorializes the naturs of e-matled

* information initially provided, to be

received by the PCII Program Manager
or the PCII Program Manager’s designee
within a reasonable perlod after using e-
meil submission,

(4) The submitted information
additionslly {s accompanied by a
statexent, signed by the submitting
garscn or an autharized person on

ehalf of an entity identifying the
submitting person or entity, contsining
such contact information as is
considered necessary by the PCI
Program Manager, and certifying that
the information being submitted s not
customarily in the public domain;

{b) Information that is not submitted
to the PCU Program Manager or the PCII
Pro Manager's designees will not
quelify for protection under the CHl Act,
Onll{ @ PCIf Program Manager ar the
PCU Program Manager's designees are
autborized to acknowledge receipt of
information being submitted for
cansideration of protection under the

Act,

[c) All Federal, State and local
government entities shall protect and
maintain information as required b
these rules or by the provisions of the
CII Act when that information is
provided to the entity by the PCI
Program Manager or the PCII Program

Manager’s designee and is marked as
required in 6 CFR 29.6(c).

e%‘il) All submissions seaking PCIl
status shall be presumed to have been
submitted in good faith uatil validation
or g determinatlon not to validate
pursuant to these rules,

§29.6 Acknowledgment of recelpt,
validation, and marking.

(a) Authorized officials. Onlythe DHS
PCII Program Managsr is authorized to
validate, and mark information as PCIL
The PCII Program Mauager or the
Program Manager's designees, may mark
information qualifying under categorical
inclusjons pursuant ta 6 CFR 29.:1?.

(b) Presuraption of protsction. A
inforruation submitted in sccordence
with the procedures set forth hereby
will be presumed 1o be and will be
treated as PCII, enjoying the protections
of section 214 of the CIT Act, from the
time the information is received by the
PCIl Program Office or the PGII Pragram
Manager’s designes. The information
shall remain protectsd unless and until
the PCH Program Office renders a final
decision that the information is not
PCH, The PCII Programe Office will, with
respect to information that is not
properly submitted, inform the
submitting person or entity within thirty
days of receipt, by 8 msans of
communicstion to be presaribed by the
PCII Program Manager, that the
submittal wes procedurally defactive.

The submitter will then have an
additional 30 days to remedy the
deficlency from receipt of such notice,
1f the submitting pezson or entity does
not cure the deficiency within

calendar days of the date of receipt of
the notification provided in this
paragreph, the PCII Progrem Office may
detormine that the presumption of
protection is terminated, Under such
rany o s dafciosny by laboling e
may cure the deficiency 6| o
submission with the inforxmﬁon
required in 6 GFR 28.5 or may notify the
applicant that the submission does not
qualify as PCIL No CII submission will
lose its presumptive status as PCH
excopt 88 provided in 6 CFR zs.s(%u .

(c) Marking of information, All .
shall be clearly identified through ’
markings made by the PCII Program
Office. The PCH Program Office ghall
wark PCI materials as follows: “This
document contains PCIl. ku accordance
with the provisions of 8 CFR Part 29,
this document is exempt from release
under the Freedom of Information Act
{5 U.5.C. 562(b)(3)) and similar laws
requiring public disclosure.
Unaguthorized releass may result in
criminal and administrative penalties.
This document is to be safsguarded and
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disseminated in accordance with the CII
Act and the PCII Program
requirements." When distributing PCI,
the distributing person shall ensure that
the distributed information containg this

marking, )

(d) Acknowledgament of receipt of
information, The PCHI Prograxs Office or
the PCII Program Manager’s designees
shall acknowledge receipt of
information submitted as Cl and
accompanied by an express statement,
and in so0 doing shall:

(1) Contact tge submitting person or
eatity, within thirty calendar days of
receipt of the submisston of CII, by the
sans of delivery prescribed in
procedures developed by the PCIL
Program Manaeger. In the case of oral
submissions, receipt will be
acknowledged in writing within thirty
calendar days after receipt by the PCIT
Prograrn Office or the PCII Progrem
Manager's designes of a written
statement, certification, and documents
that memorialize the oral submission, as
referenced in 6 CFR 29,6(s)(3)(1i);

(2) Enter the appropriate data into the
PCéIMS as required in 6 CFR 29.4(e);

an

(3) Provids the submitting person or
entity with a unique tracking number
that will accompany the information
from the time it is received by the PCI
Program Office or the PCH Program
Manager's designees,

(s) Validation of information. (1) The
PCU Program Menager shall be
responsible for reviewing all
submissions that request protection
under the CII Acl. 'l%xe PCII Program
Manager shall review the submitted
information as soon as practicable, If a
final. determination Is made that the
submitted information meets the
requirements for protection, the PCIl
Program Manager shall ensure that the
infonn::lﬁcn has been ?a]tke;ih as
required in paragraph (c) of this section,
notify the s\?bmittlng erson or eatity of
the determination, and disclose it only
pursuant to 6 CFR 29,8,

{2) If the PCII Program Office makes
an inital determination that the
information submitted does not meet
the re ments for protection under
t%il CIl Act, the PCII Program Office

shall:

() Notify the submitting person or
entity of the initial determinetion that
the information is not considered to be
PCIL This notification also shall, as
necessary:

{A) Request that the submitting
person or entity complete the
requirements of & CFR 28.5(a)(4) or
further explain the nature of the
information and the submitting person
or entity's basis for believing the

information qualifies for protection
under the CII Act; '

(B) Advise the submitting person ar
eatity that the PCII Program Office will
review any further information provided
before rendering a final determination;

{C) Advise the submitting person or
entity that the submission cen be
withdrewn at eny time before a final
determination is made;

(D) Notify the submitting person or
entity that until e final determination is
made the submission will be treated as

PCTL;

(E} Notify the submitting person or
entity that any response to the
notification must be received by the
PCII Program Office no later than thirty
calendar days after the date of the
notification; and

() Request the submitting person or
entity to state whether, in the event the
PCH Program Office makes & final
determination that any such information
is not PCII, the submitting person or
entity prefers that the information bs
maintained without the protections of
the CIl Act or returned to the submitter
or destroyed. If a request for withdrawal
is mads, all such i:?ormaﬁon shall be
returned to the submitting person or

entity.

(ii?'lf the information submitted hes,
not been withdrawn by the submitting
person or entity, and tie PCH Program
Office, after following the procedures
set forth in paragraph (e)(2){i) of this
gection, makes a final determination
that the information is not PCI, the PCI
Program Office, in actordance with the
submitting person or entity's written
preforence, shall, within thirty calendar
days of making & final determination,
return the infarmation to the submitter,
I return to the submitter is impractical,
the PCII Program Office shall destroy
the information within 30 days, This
process is consistent with the
appropriate Natlonal Archives and

* Records Administration-approved

records diaposition schedule. If the
submitting person or entity cennot be
notified or the submitting person or
entity's response is not recejved within
thirty calender days of the date of the
notification as provided in paragraph
(e){2)(3) of this section, the PCII Program
Office shall make the initial
determination final and return the
information to the submitter.

(f) Gategorical Inclusions of Certain
Types of Infrastracture as PCII, The PCIU
Pro, Manager has discretion to
declare certain subject matter or types of
information categorically protected as
FCH and to set procedures for receipt
and processing of such information.
Information within a categorical
inclusion will be considered validated

upon recelpt by the Program Office or
any of the Program Manager's designees
without further review, provided thet
the submitter provides the express
statement required by section 214(a)(1).
Designees shall provide to the Program
Manager information submitted under a
catagorical inclusion.

{g) Changing the status of PCII to non-
PCI, Once information is validated,
only the PCU Program Office mey
change the status of PCU to that of non-
PCII and remove its PCII markings.
Status changes may only take place
when the submitting person or entity
requests In writing thet the information
no longer be protected under the CII
Act; or when the PCY Program Office
determines that the information was, at
the time of the submissian, customerily
in the public domain. Upon making an
initial determination that a change
status may be warrented, but pricrto a
final determination, the PCH Progrem
Office, using the procedures in

’E:fragmph {e)(2) of this section, shall

form the subrmitting person or entity
of the jnitiel determination of a changs
in status, Natice of the finel change in
status of PCII shall be provided to all
recipients of that PCIl under 6 CFR 29.8.

§28.7 Safeguarding of Protacted Critical
{nfrastructura Information.

{8) Safeguarding. All persona granted
access to PCI are responsible for
safeguarding suck information in their
possession or control. PCU shall be
protected at all times by appropriate
storage and handling. Eacg erson who
works with PCII is persouelg'
responsible for taking proper
precautions to snsure that unsuthorized
persons do not gain access to it.

(b) Background Checks on Persons
with Accass to PCI, For those who
require access to PCII, DHS will, to the
extent practicable and consistent with
the purposes of the Act, undettake
appropriate background checks to
ensure that individuals with sccess to
PCIl da not pose a threat to national
security, These checks ray also be
waived in exigent circumstances.

{c) Use and Storage. When PCll is in
the physical possession of a person,
reasonable steps shall be taken, ju
acoordance with procedures presoribed
by the PCII Progrem Manager, to
minimize the risk of access to PCII by
unauthorized i:ersons. When PCIlis not
in the physical possession of a person,
it shall be storeg in a secure
environment.

(d) Reproduction, Pursuant to
procedures prescribed by the PCI
Program Manager, 8 document or other
material cantnﬁ\ing PCH may be
reproduced to the extent necessary
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consistent with the need to carry out
official dutles, provided that the
reproduced documents or material are
marked and protected iu the same
manner as the original documants or
material,

(e) Disposal of information.
Documents and material containing PCII
may be disposed of by any method that
prevents unauthorized retrieval, such as
shredding or incineration, ‘

() Transmission of Information, PCI
shall be transmitted anly by secure
raeans of delivery as determined by the
PCI Program Manager, and in
confortr‘tlance with appropriate federal

standards.
(g) Automated Information fuyswms.
The PCH Program Manager sh

establish security requirements
designed to protect information to the
maximum extent practicable, and
consistent with the Act, for Automated
Information Systems that contain PCU,
Such security requirements will bs in
conformance with the information
technology security requirements in the
Federel Information Secuxif
Management Act and the Office of
Management and Budget’s
implementing policies.

§29.8 Disclosure of Protected Critical
Infrastructure Information.

(a) Authorization of accsss. The
Under Secretary for Preparedness, the
Asgistant Secretary for Infrastructure
Protection, or either’s designee may
choose to provide or authorize access io
PCH under one or more of the
subsections below when it is
determined that this access supports a
lawful and authorized government
purpose as saumerated {n the CII Act or
other law, regulation, or legal authority,

(b} Federdl, State and Local
government sharing, The PCI Program
Manager or the PCII Program Maneger’s
designees may provide PCH to an
exployee of tie Federal government,
provided, subjeot to subsection (f) of
this section, that such information is
shared for purpases of gecuring the
critical infrastructure or protected
systems, analysis, warning,
interdependency study, recovery,
reconstitution, or for another
appropriate purpose including, without
limitation, the identification, analysis,
prevention, preemption, and/or
disruption of terrorist threats to the
homeland. PCII may not be used,
directly or indirectly, for any collateral
regulatory purpose. PCII may be
provided to a State or local government
eutlty for the purpose of protecting
critical infrastructure or protectsd
systems, or in furtherance of an
investigation or the prosecution of a

criminal act, The provision of PCll to a
State or local government entity will
pormally be made onlg (E'I\;:suant toan
arrangement with the Program
Manager providing for compliance with
the requirerents of Paragrsph (d) of this
section and acknowledging the
understanding and responsibilities of
the recipient, State and locai
governments recelving such information
will acknowledge in such arrangements
the primacy of PCII protections under
the CI Act; agres to assert all available
legal defenses to disclosure of PCII
under Stats, or local public disclosure
laws, statutes or ordinances; aud will
agree to treat breaches of the agreements
by their employees or contractors as
maiters subject to the criminal code or
to the applicsble employee code of
conduct for the jurisdiction.

(c) Disclosure of information to
Federal, State and local government
contractors, Disclosure of PCII to
Federal, State, and local contractors may
be made when necessary for an
apgropriate purpose under the CII Act,
end only after the PCII Program Manager
or a PCI Officer certifies that the
contractor is perforruing services in
support of the purposes of the ClI Act.
The contractor's employees who will be
handhuf PCII must sign individual
nondisclosure agreements in a form

resaribed by the PCH Program
ager, and the contractor must agree
by contract, whenever and to whatever
extent possible, to comply with all
relevant requirements of the PCI
Program, The contractor ehall safeguard
PCI in accordance with these
yrocedures and shall not remove any
‘PCH" markings. An employee of the

contractor may, in the performance of
services in support of the purpoges of
the CII Act and when euthorized to do
50 by the PCII Program Manager or the
PCH Program Maneger's designes,
communicate with a submi person
or an authorized person of a submitting
antity, about a submittal of information

that person or entity, Contractors
shall not further disclose PCH to auy
other party not elready authorized to
receive such information by the PCII
Program Mansager or PCU Program
Manager's Designee, without the priar
written spproval of the PCH Program
Manager or the PCII Program Manager's
desl?naa.

d] Further use or disclosure of
Information by State, and local
governmsnts, (1) State end local
governments receiving infonnation
marked “Protected Critical
Infrastructure Information' shall not
share that fnformation with any other
party not elready sutharized to receive
such fnformation by the PCI Program

Manager or PCIY Program Manager's
designee, with the exception of their
contractors after complying with the
requirements of paragraph (c) of this
section, or remove eny PCH markings,
without first obtaining authorization
from the PCH Program Manager or the
PCII Program Manager’s d::isxnees. who
shall be responsible for requesting and
obtaining written consent from the
submitter of the information,

(2) State and local governments may
use PCII only for the purpose of
protecting critical infrastructure or
protected systems, or as set forth
elsewhere in these rules.

(e) Disclosure of information to
apimpriate entitles or to the general
public, PC may be used to prepare
advisories, alerts, and warnings to
relevant companies, targeted sectors,
governmeutal entities, ISAOs or the

eneral public regarding potential
&:ﬂats and vulnerabilities to critical
infrestructure as appropriate pursuant to
the CII Act, Unless exigent
circumstances require otherwise, any
such warnings to the general public will
be authorized by the Secretary, Under
Secretary for Preparedness, Assistant
Secrotary for Cyber Security and
Telecammunications, or Assistant
Secretary for Infrastructure Protection.
Such exigent circumstances exist only
when agpruval of the Socretary, the
Under Secretary for Preparedness,
Assistant Secratary for Cyber Security
and Telecommunications, or
Assistant Secretary for Infrastructure
Protection cannot be obtained within g
reasonable time necessary to issue an
effective advisory, alert, or warning, In
lssulni advisories, alerts and warnings,
DHS shall conslder the exigency of the
situation, the extent of possible harm to
the public or to critical infrastructure,
and the necessary scops of the advisary
or warning; and take appropriate actions
t:}m)tec! m disclosure any
injormation that is proprietary, business
sensitive, relates specifically to, or
might be used to identify, the
submitting person or etity, or e

ersons or entlties on whose behalf the

1T was submitied, or is not otherwise
appropriately in the public domain,
Depending on the exfgency of the
circumstances, DHS may consult or
co:gsmte with the submitter in making
such advisorles, alerts or warnings,

(f) Disclosure for law enforcement
purposes and communication with
submitters; access by Cangress, the
Gomptroller General, and the Inspector
General; and whistleblower
protection.—(1) Exceptions for
disclosure. (i) PCU shall not, without the
written consent of the person or entity
submitting such information, be used or
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disclosed for purposes other than the
puzl'Eoses of the CII Act, except—

(A) In furtherance of an investigation
or the Emsecution of & triminal act by
the Federal government, or by a State,
local, or foreign government, when such
disclosure is coordinated by & Federal
law enforcement official;

(B) To conununicate with &
submitting person or an authorized
person on behalf of a submitting entity,
about a submittal of information by that
person or entity when euthorized to do
50 by the PCII Program Manager or the
PCI Program Manager's designse; or

{C) When disclosure of the
information Is made by any officer or
amployee of the United States—

(1) To either House of Congress, or to
the extent of matter within its
jurisdiction, any committes or
subcorumittee thereof, any joint
committee thareof or subcommittes of
any such joint cormittes; or

é) To the Comptroller General, or any
authorized representative of the
Comptroller General, in the course of
the performancs of the duties of the
Government Accountability Office.

(i1} If any officer or employee of the
United States makes any disclosure
pursuant to these excaptions,
contemporaneous writlen notification
must be pravided to DHS through the
PCII Program Menager.

(2) Consistont with the authority to
diselose Informstion for any of the
purposes of the CI Act, disclosure of
PCII may be made, without the written
cousont of the person or entity
submitting such information, to the DHS
Inspector General.

(5) Responding to requests made
under the Freedom of Information Act
or State, local, and tribal Information
access laws, PCH shall be treated as
exempt from disclosure under the
Freedom of Information Act and any
State or local law requiring disclosure of
records or information, Any Federal,
State, local, or tribal govemment agency
with questions regarding the protection
of PCI from public disclosure shall
contact the PCI Program Mansger, who
shall in turn consult with the DHS
Office of the General Counsel,

(h) Ex parte communications with
decisionmaking officials, Pursuant to
section 214(a}(1)(B) of the Homeland
Security Act of 2002, PCII is nat subject
to eny agency rules ar judicial doctrlne
regarding ex parte communijcations with
a decisionm; official,

(i) Restriction on use of PCO In civil
actions. Pursuant to gection 214{a){1)(C)
of the Homeland Security Act of 2002,
PCIl shall not, without the written
congent of the person or entif
submitting such information, be used
direct]y by any Federal, State or local
authonty, or by eny third party, in any
civil sction arising under Federal, State,
local, or tribal law,

§29.9 Investigation and reporting of
iolation of PCIl proced

(a) Reporting of gass!ble violations.
Persons authorized to have access to
PCIl shall report any ected violation
of security procedures, the Joss or .
misplacement of PCII, and any
suspscted unauthorized disclosuye of
PCII immediately to the PCII Program
Manager or the PCII Program Manager's
designeos, Suspected violations may
also be reported to the DHS Inspector
General, The PCI Program Manager or
the PCI Program Manager’s designees
shall in turn report the incident to the
appropriate Security Officer and to the
DHS Inspectar General.

(b) Review and investigation of written
report, The PCI Frogram Manager, or
the appropriate Security Officer shall
notify the DHS Iuspector Generel of
their intant to {investigate any alleged
violation of procedures, loss of
information, and/or uneuthorized
disclosure, priar to initiating any such
investigation, Evidence of wrongdoing
resulting from any such investigations
by agencies other than the DHS
Inspector General shall be reported to
the Department of Justice, Criminal
Divisfon, through the DHS Office of the
General Counsel. The DHS Iuspector
Goneral also has authority to conduct
such investigations, and shall report any
evidence of wrongdoing to the
Department of Justice, Criminal
Division, for consideration of
prosecution,

{c} Notification to ariginator of PCIL. If
the PCH Program Manager or the
appto{r!ate Security Officer determines
that & loss of information or an
unauthorized disclosure has occurred,
the PCII Programn Manager or the PCI
Program Manager’s designees shall
notify the person or entity that
submitted the PCIL, unless providing
such notification could ressonably be
gxpected to hamper the relevent
investigation or adversely affect any
other law enforcement, national
security, or b d security int

(d) Criminal and administrative
penalties. (1) As established in section
214(f) of the CU Act, whoever, being en
officer or employee of the United States
or of any department or agency thereof,
knowingly publishes, divulges,
discloges, or makes known {n any
fnanner or to any extent not authorized
by law, any information protected from’
disclosure by the CII Act coming to the
officer or employes in the course of his
or her employment or official duties or
by reason of eny sxamination or
investigetion made by, or return, report,
orrecord mads to or filed with, suc
depertment or agency or officer or
employee thereof, shall be fined under
title 18 of the Untted States Cods, ‘
lm&risonsd not more then one year, or
both, and shall be removed from office
or employment.

(2) In addition to the penalties set
forth in paragraph (d)(1) of this section,
if the PCU Program Memager determines
that an entity or person who bas
roceived PCII has violated the
provisions of this Part or used PCII for
an Inappropriate purposs, the PCI
Pn&gmm Manager may disqualify that
entity or person from future receipt of
any PCII or future receipt of an
sengitive homeland security mation
under section 892 of the Homeland
Security Act, provided, however, that
any such dectsion by the PCIl Program
Manager may be appealed to the Office
of the Under Secretary for Preparedness,

Michael Chertoff,

Secretary.

[FR Doc. 06-7378 Filed 8-31-06 8:45 am]
BILLING GOOE 4410-10-p
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ECTED CRITICAL INFRASTRUCTURE INFORM

" Requirements for Use

O ———————

"Nondisclosure

This docurent contains PCIL In accordance with the provisions of 6 CF.R. Part 29, it is exempt from refeaée under the Freedom of
Information Act (S U.S.C. 552) and simiter State and Jocal disclosure laws, Unauthorized release may result in criminal and administrative
| penalties. It is to be safeguarded and disseminated in sccordsnce with the Critical Infrastructure Information Act of 2002, 6 U.S.C. §§ 131 et
; seq., the implementing Regulation at 6 CF.R. Part 29 aud PCI Program requiremments. :
By reviewing this cover sheet and accepting the attached FCII you are agreelug not tg disclose it to other judividuals without
following the access requiremeats and {o abide by the guldsuce contained berein. Your acceptance provides inwuediate access only
to the attached PCIL ;
If you have not completed PCII user training, you are requlmd to send a request to pefi-trainfnp@dhe.gov withia 30 days of receipt
of this information. You will recelve an email eontain g the PCII user tralning, Fol!ow w the instroctions iucluded in the email, _# email

Individuals eligible to access the attached PCTT mnstbc Faduul “State or local govcrmnem amploycns or contractors and must meet
the following requirements:

Assigned to homeland security dutes related to this critical infrastructure; and

Demonstrate & valid need-to-know.

The recipient must comply with the requirements stated in the Critlcal Infrastructure Inforsaation Act of 2002 found at 6
U.5.C. § 131 et scq. and the implemenﬁng Regulnﬁon at6 C.FR, Part 29.

' Storage: When not in your posscsslon. store in & scoure environment such &s in a locked desk drawer or Tocked container, Do not

leave this document unattended.

Transmission: You may transmit PCII by the following means to au eligible individua! who meets the access requirersents listed

above. In all cases, the recipient must sccept the terms of the Non-Disclosure Agreemont before belng given access to PCIL
Hand Delivery: Authorized individuals may band carry materia! as long as access to tho material is controlied while In transit,
Emeil; Encrypdon should be used, However, when this i3 impractical or unavailsble you may transmit PCIT over regular emai] §
channels, If encryption is not available, send PCI a5 g password protected attachment aud provide the password under separats [}
cover. Do not send PCI to personal, non-employment related emall accounts. Whenever the recipient forwards or i
disseminates PCI via email, place that information in an attachraent, i
Mall: USPS First Class mail or commercial equivalent. Place in an opaque envelope or container, sufficiently sealed to provent [}
inadvertent opening and o show ovidenco of tamperdng, and then placed in 8 second envelope that has no smarking on it (o |f
identify the contents as PCIL Envelope or confainer must bear the complete name and address of the sender and addresseo. K
Envelope will have no outer markings that indicate the contents are PCII and must bear the following below the return address:
“POSTMASTER: DO NOT FORWARD. RETURN TO SENDER" Adbere to the afoxumcnuoned requircments for
Interoffice mail, ‘

Fax: You are encouraged, but not requlred, to use & secure fax. When sending via non-secure fax, coordinate with the recipient to

ensure that the faxed materials will not be left unattended or subjected to unauthorized disclosure on the receiving end.

Telophone: You are encouraged to use a Securo Telephone UnivBguipment, Use cellular phones only in exigent circumstances.

Reproduction: Ensure thal a copy of this sheet is the first page of all reproductions containing PCIL. Clear copy machine

malfunctions and ensure all paper paths are checked for PCI. Destroy all unusable pages immediately.

Destruction: Destroy (i.c., shred or bum) this document when no longer needed. For laptops or CPUs, delete file and empty

Access

|
|

Handling

You may use PCII {0 create 2 workpmduct. T!w pmdnct st st rwesl sny mfornwtlon tha:. T

e Ig proprietary, business sensftive, or trade secret;
»  Relates specifically to, or identifics the mbmmmg parson or ontlty (explicitly or implicitly); and
tely i

8 anitized
Prpducts

Mark any newly created docament oonmmngPC[I with “Protu:tcd d Critical Inﬁ'aslmcm Iubmldnn" onthe top aud bottom of
each page that contains PCIL. Mark “(PCII)" beside each paragraph contalning PCH, Place a copy of this page over all newly
created documents containing PCIL The PCI Tracking Number(s) of the source document(s) must be included on the derivatively
created document in the form of an endnote.

For more fnformation about derivative products, see the PCIT Work Products Guide or speak with your PCIE Officer.

vative

De?_
Pr

ocducts
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| EXHIBITF
2010 BUFFER ZONE PROTECTION PROGRAM REIVIBURSEMENT FORM o
AWARD NUMBER: 2010-BF-T0-0020
PERFORMANCE PERIOD: 6/1/10 - 2/28/13

Chief Executive Office/County Disaster Administrative Team
COUNTY OF LOS ANGELES

‘Thank you for partlclpatiné in the Buffer Zone Protection Program. In order to complete your claim, please follow the chacklist ori the first
tab of this workbook and attach the required supparting dacuments for all iters for which you are requesting relmbursement.

Please submit invaices as soon as expenses are Incurred and the required involce and other supporting documentation Is avaifable. Do
NOT accumulate and submit alt claims and Invoices on the final due date. Failure to submit your clalm in a timely manner with the required
supporting documents could result in unreimburseable expenses and/or realiocated awards,

O . | |

DATE TAXPAYER ID#
( |
TAAKE CHECKS PAVABLE 10%
l ]
MAILING ADDRESS
L |
oY, 2F
I
PHONE o E-mil ]
AUTHORIZED SIGNATURE ‘ T AUTHORIZED SIGRER NAMEITIE

Under Penalty of Perjury | certify that:
- am the duly authorized officer of the clalmant herein.
- This clalm is In afl respect rue, correct, and alf expenditures were made in accordance
with applicable laws, rules, regulations and grant conditions and assurances. Please fax or e-mail reimbursement requests to:
Norm Braverman Fax (213} 687-3765
E-Mail:nbraverman@ceo.lacounty.gov
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